U.S. Department of Transportation                         Office of the Chief Information Officer


DOT Cookie Use Checklist

Background

The Department of Transportation, as a matter of policy is committed to respecting the privacy of the public when they visit our websites particularly when it comes to the practice of placing cookies on visitor’s computers.  The purpose of this document is to provide a check list of what approvals are required if you have a legitimate reason to use cookies on your web site and to help you avoid inadvertently passing on cookies to your visitors as a result of such things as placement of third party banner ads or because of your web server’s configuration.  
The Office of Management and Budget policy is that persistent cookies, that is, cookies that track the activities of users over time and across different websites are prohibited unless in addition to clear and conspicuous notice, there is a compelling need to gather the data on the site; appropriate and publicly disclosed privacy safeguards for handling of information derived from cookies are in place; and Secretarial approval is obtained.  

At the DOT, approval is to be obtained from the Secretary of Transportation or his designee and must be submitted via the DOT CIO’s office.   Although no approval is required for use of session cookies, that is, cookies that retain information only during a single session, the web page that uses the session cookies must disclose that session cookies are being used.  

Requirements Checklist

· Certify on an annual basis to your Operating Administration CIO starting March 2002 that your web site/s are in compliance with DOT Departmental Privacy Policy.   DOT Office of the Secretary web sites must be certified to the DOT CIO.

· Individuals responsible for DOT web pages should periodically check their existing web pages to ensure that there are no persistent cookies being inadvertently used.
· If you discover an inadvertent persistent cookie on one of your sites introduced by web configuration or development tools, notify the DOT CIO so that the information can be shared with the entire DOT internet community.

· If you do have web pages that intentionally use persistent cookies, check that you have documentation that the appropriate approvals have been obtained for their use.
· If you have web pages where session cookies are being used, check that you have a disclosure statement on the web page for the visitor.
· If you are developing a new web site or making a major redesign to an existing site in a DOT Operating Administration, the site may not go on the public Internet without certification by your CIO that the DOT privacy policy is being followed.

· If you are developing a new web site or making a major redesign to an existing site within the DOT Office of the Secretary, you must certify to the DOT CIO that the DOT privacy policy is being followed and obtain his approval before posting the site on the public Internet.

· Whether you are within a DOT Operating Administration or the Office of the Secretary and you want to request permission to use persistent cookies on any web pages you must provide via the DOT CIO:

· Written justification that there is a compelling need to gather the data on the site;
· Demonstrate that you have appropriate and publicly disclosed privacy safeguards for handling of information derived from cookies;
· Show how you will provide clear and conspicuous notice that persistent cookies are being used; and 
· Obtain written approval from the Secretary or his designee before posting a web page that uses persistent cookies on the public Internet.  
How do I know if my web site has cookies?

The following process is one way commonly used to conduct the required review to determine whether cookies are being used.  

For Netscape 4.5

	
	At the top of the screen, click EDIT, and then click PREFERENCES. 
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	The Preferences dialogue box should appear. 
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	Within the Preferences dialogue box, in the left-hand side, click the Advanced text as shown in the figure below
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	The option for setting cookies appears in lower right of this dialogue box. 

	In this case select the option “Warn me before accepting a cookie”.

Click OK and you’re ready to catch those cookies.


Internet Explorer 5.x
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	At the top of the screen, click Tools, and then click Internet Options. 
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	Click the Security tab. 
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	The Internet Options dialogue box should now look like the image below. 
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	Note: Internet Explorer 5.x allows you to specify different security settings for different security zones. (For an explanation of Security Zones, see the Internet Explorer Help Guide under HELP then CONTENTS AND INDEX). 

	To enable/disable cookies in your current security zone, click the Custom Level button at the bottom on the dialogue box. 

	The Security Settings dialogue box will appear. Within this dialogue box, scroll down until you see options for setting cookies, as shown below. 

	There are two different kinds of cookies, permanent and per-session cookies. You can disable or enable these by clicking the appropriate option for each. If you select the Prompt option, you will be prompted for each cookie on a case-by-case basis. 
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	To begin your hunt for cookies move the settings from “Enable” to “Prompt”, click OK to save your settings and exit the Security Settings dialogue box. Then click OK to exit the Internet Options dialogue box. 


If you have or know of any other means of finding web sites that use cookies, please notify the DOT CIO so we can share with the DOT web community.  We are especially interested in any automated ways in which sites that use cookies may be identified.

We realize checking all your web pages can be a time consuming process, but our commitment to the public’s privacy rights requires it.  

If you have any questions about this checklist or the DOT policy, please contact Phyllis Preston, Office of the CIO, on 202-493-0216.
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