CHAPTER 8

PRIVACY ACT
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8.001   Purpose.  The purpose is to provide guidance to the Department of Transportation (DOT) managers and staff, including the staff of the Office of the Inspector General (OIG), about the rights provided and the responsibilities imposed by the Privacy Act 1974, as amended by The Computer Matching and Privacy Protection Act of 1988 (5 U.S.C. 552a).  This guidance specifically excludes the Surface Transportation Board, which has its own Privacy Act regulation (49 CFR 10.07), except to the extent that any systems of records notice provides otherwise.

8.002
  Scope.  The provisions of this policy apply to all DOT activities related to the maintenance, collection, use, or dissemination of information subject to the Privacy Act of 1974, as amended.

a. The Privacy Act does:

1. Permit access to and amendment of non-exempt, covered records by United States citizens or aliens lawfully admitted for permanent residence.  (It does not apply to corporations, business organizations, or deceased persons.)


2. Apply to any DOT agency records maintained in filing systems known as “systems of records.”  “system of records” is a key term since the Privacy Act’s operation revolves around the creation and existence of both papers and automated “systems of records.”

3. Impose responsibilities on DOT officers, employees, and DOT contractors and their employees who maintain and operate a DOT system of records to accomplish a DOT agency function.

4. Prohibit disclosure of Privacy Act records to any person or other agency absent a written request from or the prior written consent of the individual to whom the record pertains, unless disclosure of the record falls within one of the twelve exceptions contained in the Act.   

5. Require DOT to properly account for any disclosures made pursuant to the Act. 

b. The Privacy Act does not:

1. Apply to uncirculated personal notes, papers, and records, such as memory refreshers, which are written and retained or discarded at the author’s discretion and over which the DOT exercises no control or dominion.  For a more complete discussion of the distinction between official records and personal papers, see DIRMM subchapter 9.2.
2. Apply to the Freedom of Information Act (FOIA), 5 U.S.C. 552, as amended by the Electronic Freedom of Information Act Amendments of 1996 (EFOIA).  For DOT contact information, refer to the 49 CFR, Part 7 (Final Rule). 
8.003   References.

a.  5 U.S.C. 552a, The Privacy Act of 1974, as amended by The Computer Matching and Privacy Protection Act of 1988 (P.L. 100-503) 
b. Privacy Act Implementation, Guidelines and Responsibilities (FR; July 9, 1975)
c. The Privacy Act of 1974; Final Guidance (FR; June 19, 1989), Interpreting the Provisions of The Computer Matching and Privacy Protection Act of 1988 (P.L. 100-503)
d. The Computer Matching and Privacy Protection Amendments of 1990 and the Privacy Act of 1974 (FR; April 23, 1991)
e. OMB, Circular A-130, Management of Federal Information Resources, dated November 30, 2000
f. OMB, Guidance on Inter-Agency Sharing of Personal Data – Protecting Personal Privacy, M-01-05, dated December 20, 2000
g. DOT Privacy Act Issuances (65 FR 19475; April 11, 2000)                    

h. DOT’s Guide for FOIA or Privacy Act Requesters
8.004   Definitions  
a. Departmental organizations.  Offices within the Office of the Secretary, operating administrations, offices, divisions, and comparable elements of the DOT.


b. Record.   Any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph. 


c. System of records.  A group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual. 


d. Statistical Record.   A record in a system of records maintained for statistical research or reporting purposes only and not used in whole or in part in making any determination about an identifiable individual, except as provided by section 8 of Title 13. 


e. Routine Use.  With respect to the disclosure of a record, the use of such record for a purpose which is compatible with the purpose for which it was collected.


f. Matching Program.  

1. Any computerized comparison of—


a. two or more automated systems of records or a system of records with non-Federal records for the purpose of-- (I) establishing or verifying the eligibility of, or continuing compliance with statutory and regulatory requirements by, applicants for, recipients or beneficiaries of, participants in, or providers of services with respect to, cash or in-kind assistance or payments under Federal benefit programs, or (II) recouping payments or delinquent debts under such Federal benefit programs, or 


b. two or more automated Federal personnel or payroll systems of records or a system of Federal personnel or payroll records with non-Federal records, 

2. Does not include—

a. matches performed to produce aggregate statistical data without any personal identifiers; 

b. matches performed to support any research or statistical project, the specific data of which may not be used to make decisions concerning the rights, benefits, or privileges of specific individuals;  

c. matches performed, by an agency (or component thereof) which performs as its principal function any activity pertaining to the enforcement of criminal laws, subsequent to the initiation of a specific criminal or civil law enforcement investigation of a named person or persons for the purpose of gathering evidence against such person or persons; 

d. matches of tax information (I) pursuant to section 6103(d) of the Internal Revenue Code of 1986, (II) for purposes of tax administration as defined in section 6103(b)(4) of such Code, (III) for the purpose of intercepting a tax refund due an individual under authority granted by section 404(e), 464, or 1137 of the Social Security Act; or (IV) for the purpose of intercepting a tax refund due an individual under any other tax refund intercept program authorized by statute which has been determined by the Director of the Office of Management and Budget to contain verification, notice, and hearing requirements that are substantially similar to the procedures in section 1137 of the Social Security Act;

e. matches--(I) using records predominantly relating to Federal personnel, that are performed for routine administrative purposes (subject to guidance provided by the Director of the Office of Management and Budget pursuant to subsection (v)); or (II) conducted by an agency using only records from systems of records maintained by that agency; if the purpose of the match is not to take any adverse financial, personnel, disciplinary, or other adverse action against Federal personnel; or 

f. matches performed for foreign counterintelligence purposes or to produce background checks for security clearances of Federal personnel or Federal contractor personnel; 

g.  matches performed incident to a levy described in section 6103(k)(8) of the Internal Revenue Code of 1986; or 

h. matches performed pursuant to section 202(x)(3) or 1611(e)(1) of the Social Security Act (42 U.S.C. § 402(x)(3), § 1382(e)(1); 
g. Privacy Impact Assessment (PIA).  A process used to evaluate the collection of personal data in information systems.  The objective of a PIA is to determine if collected personal information data is necessary and relevant.  To accomplish this objective, a PIA is used to identify and address information privacy when planning, developing, implementing, and operating individual agency information management systems and integrated information systems.  A PIA will assess "security and privacy risks" associated with operating information systems that collect, access, use, or disseminate personal information.  DIRMM Chapter 1 - Capital Planning and Investment Control will reference the PIA  information at a later date.


h. Individual.  A citizen of the United States or an alien lawfully admitted for permanent residence. 


i. Maintain.  Includes keep, collect, use or disseminate.


j. System Manager.  The senior DOT official responsible for the operation of a designated system of records.


k. Government-wide systems of records.  Systems of records that may be located in other agencies containing records for which they have government-wide responsibilities.  Agencies should not publish systems that wholly or partially duplicate existing government-wide systems of records.  An index of these systems is available for view.


l. Departmental Chief Information Officer (CIO).  The Departmental CIO is the senior management responsible for the DOT Privacy Act Program.

8.005   Responsibilities
a. The DOT’s responsibilities under the Privacy Act are to:

1. Safeguard DOT records to ensure personal information is not disclosed without consent, except as permitted by law;

2. Comply fully with the Privacy Act of 1974, as amended;  

3. Maintain in its systems of records only such information necessary and relevant to a function that the DOT is required to perform either by statute, regulation, or by Executive Order of the President;  


4. Ensure that no records are maintained describing how an individual exercises rights guaranteed by the First Amendment of the Constitution;


5. Supply a “Privacy Act Statement” to each individual from whom it collects personal information that will be maintained in a system of records.  That statement informs the individual of the authority for the solicitation of information, whether disclosure of the information is mandatory or voluntary, the principle purposes for which the information will be used, the entities outside the DOT to which information in a system of records may be disclosed, and the effects, if any, of not supplying all or part of the information requested.  To the greatest extent practicable, information about an individual should be collected directly from the individual to whom the information pertains;


6. Establish reasonable administrative, technical, and physical safeguards to ensure that records are disclosed only to those who are authorized to have access to the information in the records;


7. Maintain all Privacy Act records that are used by the DOT in making any determination about any individual with such accuracy, relevance, timeliness and completeness as reasonably necessary to assure fairness to the individual in the determination;

8. Record, under appropriate circumstances, the date, nature and purpose of a disclosure of a record outside the DOT, and name and address of the entity to which the record was disclosed.  Except for records released through the FOIA and those provided to law enforcement agencies, the DOT will, upon request, provide an individual with this information; and


9. Provide protection for the subjects of Privacy Act records when DOT records are used in automated Federal matching programs.


b.   The Departmental CIO, is responsible for:
1. Providing guidance to DOT supervisors and employees concerning the implementation and application of the Privacy Act, as amended; 

2. Designating an individual as Departmental Privacy Act Officer;

3. Reviewing the actions of DOT personnel that have resulted either in DOT being found civilly liable under subsection (g) of the Act, or an employee being found criminally liable under subsection (i) of the Act, to determine the extent of the problem and to find the most effective way to prevent recurrence of the problem; and

4. Chairing the Departmental Data Integrity Board (DIB), which monitors DOT’s matching activity, and has the final approval of proposed matching agreements.  The General Counsel and the Inspector General (IG) are also members of the Board.


c. The Departmental Privacy Act Officer, is responsible for:

1. Establishing procedures for individuals to gain access to an amendment or correction of records on themselves that are in a system of records;

2. Preparing and publishing a public notice of the establishment, or revision, of a system of records in the Federal Register;

3. Evaluating the effectiveness of DOT’s compliance with the Privacy Act, as amended, ensuring the department is not violating the law; 

4. Reviewing each ongoing matching program in which DOT has participated to ensure that all requirements have been met; and

5. Providing guidance to Privacy Act Coordinators of their responsibilities.

d. Heads of Departmental Organizations are responsible for:
1. Designating Privacy Act Coordinators for their organizations to ensure proper coordination of Privacy Act request processing activities.  Changes to such designations shall be forwarded to the Departmental Privacy Act Officer, immediately; and

2. Establishing a DIB for computer matching activities within their respective organizations that will have the preliminary decision on all computer matching matters.

e. Privacy Act Coordinators of Departmental Organizations, are responsible for:
1. Coordinating Privacy Act activities within their organization;


2. Ensuring that they identify the systems of records involved in the matching programs and make provisions to publish the necessary notices in the Federal Register;

3. Justifying any disclosures under subsection (b) of the Privacy Act, which provides exceptions to the Act’s prohibition on disclosure;

4. Giving notice in writing to record subjects in accordance with subsection (e)(3) of the Privacy Act;

5. Providing guidance to System Managers on their responsibilities;
 

6. Preparing and submitting notices of the establishment or alteration of matching programs to the departmental CIO, for publishing in the Federal Register at least 40 days before conducting such programs;

7. Preparing and executing matching agreements, following the guidelines as outlined in The Computer Matching and Privacy Protection Amendments of 1990 See DIRMM 8.003, (d) above; 

8. Securing approval of the Departmental DIB for all computerized matches of automated Privacy Act systems of records whether covered by the Act or not.  However, because of restrictions in the IG Act, only those matches by the IG that are covered by the Matching Act itself are subject to the Board’s authority; and

9. Ensuring that none of their record systems duplicates any other DOT record system or any Government-wide record system.

f. System Managers of the departmental organizations are responsible for:

1. Establishing policies and practices for their system(s) of records;

2. Safeguarding the security of the system they manage in order to prevent unauthorized disclosures; and


3. Immediately advising their organization’s Freedom of Information Act (FOIA) officer whenever a request for access or amendment of a record system is received.  Decisions on such requests must be concurred by the organization’s FOIA officer.

g. Each DOT employee is responsible for:

1. Ensuring that no record contained in a system of records is disclosed to any person or entity outside the DOT without prior written consent of the individual who is the subject of the record.  However, disclosure may be made to people within DOT and to entities outside the DOT without the prior consent of the individual when one or more of the exceptions to this prohibition discussed in 5 U.S.C. § 552a-part (b) of the Privacy Act, as amended- “Conditions of Disclosure” apply;


2. Ensuring that no official files are maintained which are retrievable by name or other identifier unless a notice of the existence of the system of records has been published in the Federal Register; and


3. Notifying their designated Privacy Act Coordinator to initiate procedures for the establishment of a new system of records, or the amendment of an existing system.
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