1.017  Appendices.  The appendices consist of templates, samples,  guidance and clarifying information in support of the Information Technology Capital Planning Manual requirements. 

1.017.1  Appendix 1 – Developing The Business Case

Business Case information must provide adequate detail for the reader to clearly understand the business need or advantage of implementing the project, and any anticipated impact(s) to current business processes and expenditures.  This information is critical during the Select Phase of the CPIC process when the project is being reviewed, scored, and prioritized by the IRB.  The project worksheet template provided can be used for projects of all dollar levels.  However, the analysis conduct and resulting information provided will need to be reflective of the project magnitude and importance.  This discretion in preparing the Business Case allows for a significant reduction in administrative burden where moderate or small dollar projects are under consideration.

Business Case development should take a top-down approach, beginning with a description of the project's scope as it applies to the business needs of the organization.  The estimated cost of the project should then be derived and risks (including GISRA security considerations) identified before describing logistical considerations such as system requirements and compatibility.  The templates addressing Cost Benefit Analysis and Risk Assessment follow in Appendices 4 and 5.

The Business Case template follows this page.

Business Case Template

(Exhibit 300 in ITIPS)

PART I:

A.SUMMARY OF PROJECT INFORMATION

Entry 




Description:
Heading
Identify your agency, bureau, account title and identification code (using the OMB agency/bureau code and basic Treasury account symbol), the program activity from the most recent budget Appendix, the name of the project, and the unique project identifier if the acquisition is information technology.

Indicate whether it is a new project proposed in your budget request for BY or later, or whether it is an ongoing project funded in CY or earlier.

Indicate whether the project, or useful segment, is incrementally or fully funded.  (If the project is incrementally funded, your OMB representative may request your recommendation for distributing expected future incremental budget authority on a fully-funded basis.)

Indicate whether it was approved by your Executive Review Committee or Investment Review Board (IRB); whether the CFO reviewed the cost goals; and whether the Procurement Executive reviewed the acquisition strategy.

Indicate whether it is an information technology (IT) project, as defined in section 53.2 of OMB Circular A-11.  If it is, the following information must be provided:

· Indicate whether it is a financial management system, as defined in section 53.2; whether it addresses a Federal Financial Management Improvement Act (FFMIA) compliance area; and, if so, which one.

· Indicate whether it is covered by the Government Paperwork Elimination Act (GPEA), i.e., supports electronic transactions or record keeping, and whether it is included in the agency’s GPEA implementation plan or whether it already provides an electronic option.
· Indicate whether a Privacy Impact Assessment was performed.  A Privacy Impact Assessment (PIA) is a process the business owner and IT developer use to address privacy issues in a program or Internet website under development.  The purpose is to document that privacy protections have been integrated into the development of these automated systems at each stage of its life cycle.  The PIA process provides a means to assure compliance with applicable laws and regulations governing taxpayer and employee privacy.  For additional guidance, see the Internal Revenue Service website (a designated Federal CIO Council’s “Best Practices” website) at: http://www.irs.gov/irs/display/0,,i1=46&genericId=15043,00.html
· Indicate whether the security of this project meets the

requirements of the Government Information Security Reform Act (GISRA).

· Indicate whether any weaknesses were identified for this project in the annual GISRA program review or independent evaluation.

B.SUMMARY OF SPENDING

Entry




Description:
Summary of spending by phases
Provide amounts of budget authority and outlays (in millions of dollars) for the table.

Note:  project phases “Planning” plus “Full acquisition” are the same as the “Development/ modernization/ enhancement ” entry described in exhibit 53, and “Maintenance” is the same as “Steady state” in exhibit 53.

Also include a breakdown of estimated costs for IT Security including:  Hardware/Equipment (e.g., intrusion detection systems, firewalls, infrastructure); Software (e.g., IT security software, as required); Labor (e.g., IT security documentation development; certification/accreditation).

C.PROJECT DESCRIPTION

Entry




Description:
Briefly describe (less than ½page) the general purpose of the project and the expected performance outcome at project completion.

PART II.

JUSTIFICATION AND OTHER INFORMATION

Entry




Description:
A.  Justification
Provide a full justification for the IT acquisition.  This should include a clear statement of how the project will help you meet your agency ’s mission, accomplish its long term strategic goals and objectives, and adhere to the annual performance plan required by GPRA.  The justification should also include other information requested by the OMB representative or important to you, based on the “Principles of Budgeting for Capital Asset Acquisitions ” in Appendix 300A of OMB Circular A-11.

B.  Program Management
Identify whether there is a program manager and contracting officer devoted to the project and provide their names.

C.  Acquisition Strategy
Specify whether the acquisition will be accomplished via a single contract or several contracts.  If several contracts will be used, explain the role of each toward achieving the overall acquisition cost, schedule, and performance goals.  What type of contract will you use (e.g., firm fixed-price, fixed-price incentive fee, cost-plus fixed fee) to mitigate or manage program risk?  What financial incentives will you use to motivate contractor performance?  Specify whether the contract statement of work is performance-based.  How will you effectively use competition?  If you conducted market research, what were the results?  Will you use commercial off-the-shelf (COTS) products, or is custom-developed work necessary?

D.  Alt. Analysis and Risk Mgmt.
Summarize the analysis of full life-cycle costs/total costs of ownership (including operations and maintenance); results of cost/benefit analyses, including return on investment; analysis of alternative options and underlying assumptions; and any tangible returns that benefit your agency but are difficult to quantify.  Summarize your risk assessment and describe your plans to mitigate or manage project risks.  Describe any factors that could affect project success and cost such as:  schedule; logistical complications; interruption of funds; interruption of resources; technical approach; regulatory requirements; external interfaces; organizational support/endorsement; security considerations.  Address replaced system savings and savings recovery schedule.  Describe any dependent relationship(s) with, and impacts on, existing or proposed systems/processes (i.e., system impacts, interface impacts, process impacts, security impacts).

E.  Enterprise Architecture
Identify whether this project is identified in your agency ’s enterprise architecture, and if not, why.

Explain how this project conforms to your agency ’s enterprise architecture; technology infrastructure; and the Federal Enterprise Architecture Framework (FEAF).  If you do not follow the FEAF, discuss which framework you use.

F.  Security and privacy
Discuss the security plan for the project and: 1) demonstrate that the costs of security controls are understood and are explicitly incorporated in the life-cycle planning of the overall system, including the additional costs of employing standards and guidance more stringent than those issued by NIST; 2) demonstrate how the agency ensures that risks are understood and continually assessed; 3) demonstrate how the agency ensures that the security controls are commensurate with the risk and magnitude of harm; 4) identify additional security controls for systems that promote or permit public access, other externally accessible systems, and those that are interconnected with systems over which program officials have little or no control; 5) demonstrate how the agency ensures the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access; and 6) demonstrate how the agency ensures that the handling of personal information is consistent with relevant government-wide and agency policies.

G.  Gov’t. Paperwork Elimination
If the project will support electronic transactions or record keeping that is covered by the Government Paperwork Elimination Act (GPEA), briefly describe those functions, and how this project relates to your agency ’s GPEA plan.  Also identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this project.

PART III: 

COST, SCHEDULE, AND PERFORMANCE GOALS

Entry




Description:
A.  Description of PBMS                   Identify the performance-based management system  

                                                            (PBMS) you will use to the achievement of, or deviation  

                                                            from, baseline goals during the life-cycle of the acquisition               

                                                            and the operation, use, and maintenance of the asset.   

                                                            Describe planned project management approach. 

B.  Original Baseline:
This is the baseline as first approved by your OMB representative and/or Investment Review Board (IRB).  Even if a revised project baseline is approved at a later date, always display the original baseline in this section.

1.  Orig. Cost and Schedule Goals:
Show the original baseline cost and schedule goals.  The cost and schedule goals should include total costs for the project, important components of the project, and important interim cost projections.  It should also show how many months it will take to complete the project and important milestones within that schedule.

2.  Original performance goals:
List or describe the original baseline measurable performance benefits or goals.

C.  Current Baseline:
If your OMB representative or IRB approves any changes or revisions to the original project baseline goals, show the cost, schedule, and performance goals that are now in effect.

1.  Cost and schedule goals:
The cost and schedule goals should include total costs for the project, important components of the project, and important interim cost projections.  It should also show how many months it will take to complete the project and important milestones within that schedule.

2.  Performance goals:
List or describe the current measurable performance benefits or goals, and indicate whether they are described in the contract statement of work.

D.  Act. Perf. and Variance                 Monitoring actual work performed against baseline goals is from OMB-approved baseline       year-round activity.  Using the info. provided by your                      (original or current):
 
selected performance-based management system, you  

                                                            should compare the actual work accomplished and costs 

                                                            incurred to the planned work and budget and report on the 

                                                            variance.  If you are establishing goals for the first time this  

                                                            year, leave this section blank.

1.  Actual Cost and Schedule

Report on the planned and budgeted work that was   Performance:


accomplished and the actual cost of the work completed.

2.  Cost and Schedule Variance:
Report on whether the actual work completed is behind the baseline schedule by 10 percent or more or actual costs incurred exceed your planned budget by 10 percent or more.  If so, explain the reasons for the variance.

3.  Performance variance:
Based on actual work accomplished and costs incurred, report on whether you still expect to achieve your baseline performance goals.  If not, and you now expect to achieve less than 90 percent of your performance goals, explain the reasons for the variance.

E.  Corrective Actions:
If the current cost, schedule or performance estimates vary from the baseline by 10 percent or more, explain what corrective actions have been or will be taken.  Describe the effect the actions will have on cost, schedule, and performance.  Explain how the project will be brought back within baseline goals or, if not, how and why the goals should be revised, and whether the project is still cost beneficial and should continue.  If you are establishing goals for the first time this year or are reporting no baseline variances, leave this section blank.

1.017.2  Appendix 2 – Security During IT CPIC Phases
Process Requirements:

The CPIC process itself will include four phases (Planning, Selection, Control, and Evaluation), overseen by senior level Investment Review Boards (IRB), at the Departmental and/or OA level, charged with making key decisions at critical process points during each project’s carefully managed system life cycle.

No investment in IT should be made without a thorough consideration of the security requirements.  During the “Planning” phase, security requirements/safeguards for the proposed system should be defined and then validated by an initial risk assessment.  Next, it is necessary to initiate a Security Plan that conforms to National Institute of Standards and Technology (NIST) SP 800-18.  Lastly, the costs, resources, and schedule to implement security safeguards outlined in the Security Plan should be developed and incorporated into the Business Case.

In the “Selection” phase, the Business Cases are reviewed and prioritized collectively with other candidate project initiatives for inclusion in budget requests.  If the project’s budget request is selected for approval, the project enters the “Control Phase” of the CPIC process.

During the “Control“ phase, the system is developed and the security requirements/safeguards as outlined in the Security Plan and Business Case are implemented.  Next a formal security test and evaluation will be conducted as part of the Security Certification process.  The last security step of the “Control” phase, Security Accreditation of the system, will normally be accomplished just before implementation of the production system.

Finally, the “Evaluation” phase of capital planning centers around Post-Implementation Reviews, which should include a review of the IT System Accreditation report and a discussion of the degree of risk mitigation that was achieved.  (OST Information Technology Security Program document dated May 1, 2001)
Planning Phase
The IT security requirements baseline should be defined and documented for each project early in its Planning Phase, by performing the following four steps:  (NIST SP 800-26, 3.1.6 and NIST SP 800-18) 

1. Document the current system configuration including inventory of proposed hardware and software including links to other systems.  (NIST SP 800-26, 1.1.1 and NIST SP 800-18));


2. Determine scope of system by developing written agreements regarding how data is shared between interconnected systems.  (NIST SP 800-26 12,2,3; OMB A-130, III, NIST SP-800-18)

3. Determine sensitivity of the system.  (NIST SP 800-26 3.1.1; OMB Circular A-130, III; FISCAM AC-1.1 & 1.2; NIST SP 800-18)


4. Perform an initial risk assessment to determine and validate security requirements.  (NIST 800-26, 3.1.7; NIST SP 800-18)
Next, the Security Plan should be developed using the framework provided by the Security Requirements Baseline and its supporting documentation.  The Security Plan should contain topics prescribed in NIST Special Publication 800-18.  (NIST SP 800-26, 5.1.2 and NIST SP 800-18)  Costs, resources, and schedules to implement security safeguards defined in the Security Plan should be developed and incorporated in the Business Case.

In conducting these planning activities, it is important to address OMB’s expectation that budget requests for increased IT security funding be clearly identified and that the relative projected performance increase from the requested funding be addressed.

Selection Phase
In the Selection Phase, when Business Cases are reviewed and prioritized collectively with other candidate project initiatives for inclusion in budget requests, IT security factors should be a salient decision-making consideration.  In this phase, IT security factors should be considered of similar importance to such other critical selection factors as mission need, project performance, schedule, risk and cost.  The full integration of IT security into the analyses conducted during the Planning Phase will allow for appropriate emphasis to be placed on IT Security in making project funding and management decisions in the Selection Phase.

Control Phase
The actual acquisition and implementation of selected security safeguards occur during the Control Phase and will include implementation of the following:

1.  Personnel Security (NIST SP 800-26, 6.; OMB Circular A-130, III)


2.  Physical and Environmental Protection (NIST SP 800-26, 7)


3. Production, Input/Output Controls (NIST SP 800-26, 8)


4. Contingency Planning (NIST SP 800-26, 9)


5. Hardware and System Software Maintenance (NIST SP 800-26, 10; OMB Circular A-130, III)


6. Data Integrity (NIST SP 800-26, 11; OMB Circular A-130, 8B3)


7. Documentation (NIST SP 800-26, 12; OMB Circular A-130, 8B3) 


8. Security Awareness, Training, and Education (NIST SP 800-26, 13.; OMB Circular A-130, III)


9. Incident Response Capability (NIST SP 800-26, 14.; OMB Circular A-130, III; FISCAM SP-3.4; NIST SP 800-18)


10.  Identification and Authentication (NIST SP 800-26, 15; OMB Circular A-130, III, FISCAM AC-2, NIST SP 800-18)

11.  Logical Access Controls (NIST SP 800-26, 16; FISCAM AC-3.2; NIST SP 800-18)

12. Audit Trails (NIST SP 800-26, 17; OMB Circular A-130, III; FISCAM AC-4.1; NIST SP 800-18)
Project decisions made during this phase should continue to place appropriate emphasis on IT security.  Each project manager should report IT security status using defined IT security performance assessment criteria in tandem with other life cycle management rating activities covering performance elements such as technical, schedule, risk, cost and budget status.  These ratings should include the results of an evaluation of each project’s IT system disaster recovery plan and Certification and Accreditation status (See definitions below.).  In no event should a new IT system be implemented prior to completion of Certification and Accreditation activities required by the DOT IT Security Program.  To the extent possible, existing legacy systems should be upgraded to reflect the current security standards and practices.

Certification – The implementing and testing of information system security safeguards for a system or application.

Accreditation (Authority To Operate) – The process by which a system owner applies for a formal declaration by an agency official that a system or application meets the applicable Federal policies, regulations and standards.

Evaluation Phase
During the Evaluation Phase, A Post-Implementation Review (PIR) should be conducted on each completed project.  The PIR provides an opportunity to draw conclusions as to the overall success of the IT security aspects of each project, the degree of security risk mitigation that has been achieved as a part of the overall project effort, the reasons for the levels of success achieved, and any lessons learned.  Lessons learned relative to IT security matters should then be applied to subsequent projects, along with lessons learned from other project areas.

Security Funding And Reporting Guidelines:

Integration With ITIPS
As discussed above, IT security should be a primary and visible consideration in all phases of the IT CPIC process.  Security and other comprehensive IT project information will be collected, managed, and maintained in the capital planning database (ITIPS), regularly updated by OST, TASC and the OAs.  The database will serve as a project management tool for use by these organizations, and will permit the compilation of project data for reports and information required by Congress and OMB.  Therefore, it is imperative that this information be complete, current, and accurate.

Integration With Government Information Security Reform Act Reporting And OMB Exh. 53

Information included in the database for each system must include specific percentages associated with IT security that are supportable by detailed cost estimates.  These cost estimates and the percentage spent for security as recorded in OMB Exhibit 53 should have also been documented in the Security Plan as illustrated below:

---------------------------------------------------------------------------------------------------------------------

Total Operations Cost:  $000,000,000

	
	Security Costs

	1. Personnel Security

         (NIST SP 800-26, 6.; OMB Circular A-130, III)
	$000,000

	2.  Physical and Environmental Protection (NIST SP 800-26, 7.)
	$000,000

	3. Production, Input/Output Controls
 (NIST SP 800-26, 8.)
	$000,000

	4.  Contingency Planning (NIST SP 800-26, 9.)
	$000,000

	5.  Hardware and System Software Maintenance
(NIST SP 800-26, 10; OMB Circular A-130, III)
	$000,000

	6.  Data Integrity
(NIST SP 800-26, 11; OMB Circular A-130, 8B3)
	$000,000

	7.  Documentation
(NIST SP 800-26, 12; OMB Circular A-130, 8B3)
	$000,000

	8.  Security Awareness, Training, and Education
(NIST SP 800-26, 13.; OMB Circular A-130, III)
	$000,000

	13. Incident Response Capability
 (NIST SP 800-26, 14.; OMB Circular A-130, III; FISCAP SP-3.4; NIST SP 800-18)
	$000,000

	14. Identification and Authentication
(NIST SP 800-26, 15; OMB Circular A-130, III, FISCAM AC-2, NIST SP 800-18)
	$000,000

	15.  Logical Access Controls
(NIST SP 800-26, 16; FISCAM AC-3.2; NIST SP 800-18)
	$000,000

	16. Audit Trails (NIST SP 800-26, 17; OMB Circular A-130, III; FISCAM AC-4.1; NIST SP 800-18)
	$000,000

	Total Security Costs:  
	$


Total Security Costs/Total Operations Cost =0.0%

----------------------------------------------------------------------------------------------------------------

If security for a specific system or project is funded out of a central fund, a prorated amount of that fund should be allocated to security for each system in the database.  OMB has indicated that it will assume if no dollars are assigned to a particular project on the Exhibit 53, then no security protection is planned for that system.  This assumption could trigger unnecessary questions during the budget process.  It is also important for security percentages on the Exhibit 53 to be consistent with dollars included in the annual GISRA Report.  As originators of project information, the fundamental responsibility for information reliability resides with those having project ownership.  CIOs and ISSOs should ensure that IT security percentages in the Exhibit 53 are reconciled with the dollars in the GISRA Report prior to its submission to OMB.

1.017.3  Appendix 3 - Glossary
	Alternatives Analysis
	Assessment of all technological options to determine the optimal solution for meeting functional requirements based on cost, scope and schedule; considers in-house or outsourcing options.

	Annual Performance Reports
	Annual performance reports compare actual performance to the annual goals established in agency performance plans.  Both the Government Performance and Results Act and the Clinger-Cohen Act require agencies to submit these reports with their budget submission to Congress.

	Architectural Alignment
	Degree to which the IT project is compliant with the Department's enterprise architectures (including security considerations).

	Business Case
	Structured proposal for business improvement that functions as a decision package for IRB members.  A business case includes an analysis of business process performance and associated needs or problems, proposed alternative solutions, assumptions, constraints, and a risk adjusted cost benefit analysis.

	Capital Planning
	The overall process used to plan, budget for, acquire (whether through purchase or lease) and manage capital assets, regardless of type of funding involved.

	Capital Planning Work Group

(CPWG)
	Staff members typically provided by the Office of the Chief Information Officer for purposes of facilitating the DOT IT capital planning and investment control process by ensuring that appropriate business case information is prepared by project sponsoring organizations and that it is coordinated among the participants in the investment review process.

	Chief Information Officer (CIO)
	An official in an organization charged with the responsibility for providing expert advice, guidance and assistance to the organization’s managers at all levels to ensure that IT technology and resources are acquired and managed in an efficient and cost effective manner.  Duties typically include tracking and review of planned, ongoing and fully implemented IT projects relative to established performance measures, and making recommendations covering selection, management, continuation and/or termination of such projects to the organization’s management.  This official also has the responsibility to develop, maintain and facilitate a sound and integrated IT EA, as well as promote the effective and efficient design and operation of all major information resources management processes for the organization, including improvements to work processes of the organization.          

	Control
	Ongoing monitoring process that manages investments against schedules, budgets, and performance measures

	Cost/Benefit Analysis
	Compares the costs associated with the IT project to the savings derived from the expected business outcome and operational improvements resulting from the IT project.

	Crosscutting Capital Investments
	Investments in capital assets that affect multiple DOT Operating administrations.

	Documentation Set
	Documents that may be required to fully justify and implement an IT investment.

	Enterprise Architecture
	A strategic model of information assets represented by integrated components comprising business, data, application and technology architecture layers that are aligned with DOT’s mission, business goals and objectives.  The architecture defines the business requirements, the information systems and technologies necessary to execute business activities and the transitional processes needed to implement new technologies in response to and in support of changing business needs.

	Evaluate
	Review process that takes place after an investment is operational to determine whether the investment meet expectations.

	Information Technology (IT)
	Any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by an executive agency.  Also, this applies under a contract with an executive agency, which requires either:  (i) the use of such equipment or (ii) the use of such equipment, to a significant extent, to perform a service or furnish a product.  This term includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services as local area network (LAN) support and help desk support; and related resources).  Also, it refers to the hardware and software operated by a Federal agency or by a contractor of a Federal agency or other organization that processes information on behalf of the Federal government to accomplish a Federal function, regardless of the technology involved, whether computers, telecommunications, or others.

	IT Investment
	The decision by a DOT organization to expend resources of the actual expenditure of resources on selected information technology or IT-related projects with the expectation that the benefits from the expenditure meets or exceeds the value of the resources expended.

	IT Investment Portfolio
	The collection of IT projects approved by the OA/OST IRB to address DOT’s strategic and programmatic objectives, and to support managerial business operations and administrative functions. 

	Life-Cycle Costs
	· Total cost of an IT project over its expected life.



	Mission Critical

System
	Any telecommunications or information system used or operated by an agency or by a contractor of an agency, or other organization on behalf of an agency, that:

· Is defined as a national security system under Section 5142 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1452); or

· Is protected at all times by procedures established for information which has been specifically authorized under criteria established by an Executive Order or an Act of Congress to be classified in the interest of national defense or foreign policy; or

· Processes any information, the loss, misuse, disclosure or unauthorized access to or modification of, would have a debilitating impact on the mission of an agency.

	Operating Administration (OA)
	Refers to the 13 DOT entities:  Office of the Secretary (OST), Bureau of Transportation Statistics (BTS),  and the eleven (11) operating administrations [Federal Aviation Administration (FAA), Federal Highway Administration (FHWA), Federal Motor Carrier Safety Administration (FMCSA), Federal Railroad Administration (FRA), Federal Transit Administration (FTA), Maritime Administration (MARAD), National Highway Traffic Safety Administration (NHTSA), Research and Special Programs Administration (RSPA), Saint Lawrence Seaway Development Corporation (SLSDC), Transportation Security Administration (TSA) and the United States Coast Guard (USCG) ].

	Performance Measures
	Method used to determine the success of an project by assessing the investment contribution to predetermined strategic goals.  Measures are quantitative (staff-hours saved, dollars saved, reduction in errors, prevention of security breaches) or qualitative (quality of life, customer satisfaction).  

	Performance Plans
	The Government Performance and Results Act (GPRA) requires that 1) each agency establish an annual performance plan that covers each project activity identified in its budget and establishes performance goals to define the performance level of activities, 2) expresses such goals in an objective, quantifiable, and measurable form, 3) establishes performance measures or indicators to be used in measuring or assessing the relevant service levels, outcomes or outputs and comparing actual project results with the established performance goals, 4) describes the operational processes, skills and technology, and the human, capital, information, or other resources required to meet the performance goals, 5) provides a basis for comparing actual project results with the established performance goal, and 6) describes the means to be used to verify and validate measured values.

	Post-Implementation Review (PIR)
	Evaluation of the IT project after it has been fully implemented to determine whether the targeted outcome (e.g., performance measures) of the project has been achieved. The PIR should also include an evaluation of the effectiveness of the Planning -Select - Control - Evaluate process as it relates to the IT project.

	Project Manager (PM)
	Individual with authority and responsibility for day-to-day management and decision-making for a project during its entire life cycle (planning, selection, control, and evaluation).

	Project Sponsor (PS)
	Individual who acts as the managerial advocate of a project for the purpose of ensuring that Departmental senior leadership provides endorsement and resources for the project.

	Project Plan
	Outlines performance-based management approach (current and estimated goals) including project milestones and associated resources, tools and techniques, and organizational roles and responsibilities.

	Risk
	An uncertain event that negatively affects the performance objectives (cost, schedule, scope or quality) of a project.

	Risk Assessment and Mitigation Plan
	A description of potential cost, schedule, and performance risks, and impact of the proposed system to the infrastructure; includes a sensitivity analysis to articulate the effect different outcomes might have on diminishing or exacerbating risk.  Provides an approach to managing all potential risks, including security.

	Return-on-Investment (ROI)


	ROI = tangible benefit + replaced systems savings  - investment cost.

	Security Accreditation  (Authority To Operate)
	The process by which a system owner applies for a formal declaration by an agency official that a system or application meets the applicable Federal policies, regulations and standards.

	Security Certification
	The implementing and testing of information system security safeguards for a system or application.

	Security Plan
	Descriptions of system security considerations, such as system access, physical or architectural modifications, and adherence to Federal and Departmental security standards.

	Select
	Process used to identify all new, ongoing, and operational investments for inclusion into the funded IT portfolio.

	Selection Criteria
	Factors identified by DOT to prioritize and discriminate IT investments selected for subsequent funding.

	Systems Development Life Cycle
	A sequence of phases and or stages that comprise the process for developing software applications and systems.  The sequence spans from the identification of need through deployment, operation, and retirement.

	Systems Development Methodology
	The set of methods, techniques, and procedures of an SDLC process.  The methodology provides a general framework for systems design, development, and deployment as well as outlines roles and responsibilities, development activities, conducting quality reviews, and gathering milestone concurrence.


1.017.4  Appendix 4 – Cost/Benefit Analysis
The Business Case in Appendix 1 has a "Cost and Schedule Goals" section where the PM/Sponsor must indicate the estimated project costs and the value of the benefits to be obtained through the project.  One comprehensive method of assessing these figures is the Cost/Benefit Analysis, which allows the user to record both tangible and intangible benefits, score results and make appropriate recommendations about project costs versus benefits.  The Federal CIO Council recommends that a CBA contain the following four elements:

· Total business and system cost with the IT investment/new system

· Total business costs without the IT investment/new system

· Tangible benefits

· Intangible benefits

In order to accomplish the most accurate CBA, it is important that all financial movement (inflows and outflows) throughout the life of the project are accurately portrayed in the project's timeline. All costs and benefits, both tangible and intangible, should be included or acknowledged in the analysis.   The term "costs" refers to both the incurred expenses of an investment and its capitalized costs, and can be categorized as direct or indirect.  Direct costs include materials, labor, and other expenses having a direct bearing on the product or service.  Disposal costs, often overlooked in planning, fall within this category.  When calculating labor costs, OMB recommends using prevailing wage rates and salaries.  To arrive at fully burdened personnel costs, you must add overhead costs to salary and fringe benefit costs.  OMB Circular A-76, Performance of Commercial Activities, and Part II of the A-76 Revised Supplemental Handbook provide further guidance on fringe benefit factors and percentage rates for overhead calculations.

For CBA purposes, costs (direct and indirect) should only be included if they will change with the introduction of a proposed initiative.  As an example, when comparing a proposed system replacement to the continued use of a legacy system, only the ongoing costs of the legacy system are included in the analysis.  The original acquisition costs of the existing system and costs of any enhancements should not be included in the comparison.

An accurate and complete picture of the existing system's costs and benefits must be developed to assess what the organization already has and how much it costs.  System limitations of present assets (such as capacity limitations) are important to investigate for identification of needed upgrades or enhancements. 

Organizing cost findings as they relate to the budget and reporting requirements contained in OMB Circular A-11 Exhibits 52 and 53/Schedule 300 will facilitate final compilation of this data when it is required for submittal.  It is recommended that research for additional costs be an ongoing process to further refine the accuracy of the CBA and improve the long-term success of IT projects. 

When gathering benefits, it is recommended to include all benefits regardless of how difficult it may appear initially to quantify or support them.  Also, it is important to note that secondary benefits not directly tied to the initiative's main objective can occur in the course of an IT project.   The CBA template can be utilized to compute the total cost, total benefit and the Net Present Value (NPV) of the alternative under examination.  NPV is a standard criteria endorsed by OMB Circular A-94 for assessing the discounted tangible value of expected benefits.  In addition to the calculation of NPV, portrayal of the inflows and outflows of project funds over time provides the information needed to estimate the payback period associated with the initiative.  The payback period is the period of time necessary to recover investment costs, resulting in a break-even point when this recovery occurs.  

Selection of investments based solely on CBA findings is not always prudent or practical.  There are many other factors to consider in the selection process such as regulatory mandate, business and/or public needs.  CBA is considered by OMB to be a principle selection tool for IT portfolio development.  In any event, the projection of long-term financial impacts during CBA improves the ability to proactively manage the financial health of these projects throughout their life cycle. 

In order to accomplish the most accurate Cost/Benefit Analysis (CBA), it is important that all financial movement (inflows and outflows) throughout the life of the project be accurately portrayed in the project's timeline.  All costs (including separately identifiable security costs) and benefits, both tangible and intangible, should be included or acknowledged in the analysis.  The quantification of intangible benefits can be a challenging effort, however, an attempt should be made to include these benefits as quantifiable components.  Of course, the assumptions/rationale used to quantify these benefits should be clearly explained within the analysis to expedite the acceptance of this data during evaluation of the proposal.

Identifying Costs

Examples of indirect costs include rent, utilities, insurance, indirect labor, and other expenses usually charged to the organization as a whole.  Within the Federal government, indirect costs are normally separated into operational overhead, and general and administrative overhead.  Operational overhead is defined as cost not 100% attributable to a particular activity and is usually associated with ongoing management.  General and administrative overhead includes salaries and equipment and relates to the functions performed in support of, but outside of an activity.

Maintaining the status quo must also be evaluated as an option.  For this reason, an accurate and complete picture of the existing system's costs and benefits must be developed to assess what the organization already has and how much it costs.  System limitations of present assets (such as capacity limitations) are important to investigate for identification of needed upgrades or enhancements.  The Department's asset tracking system can be useful when assembling the capability and cost information for current systems.

OMB's Capital Programming Guide, Section I-2, recommends the use of multi-disciplinary Integrated Project Teams (IPTs) to identify costs of proposed systems.  It is recommended that these costs be estimated by business function to more accurately assess the impact of anticipated increases in demand.  The IPT can inventory existing assets, as well as assets active through procurement such as leases, purchases, or service contracts.  IPTs can then evaluate full life-cycle costs and the viability of meeting those costs within expected funding levels.  The following list of suggested costs were provided by the Federal CIO Council's Capital Planning and Investment Committee:

Cost Checklist

Hardware/Equipment (purchase and lease costs)

· Client desktop workstations, laptops, and peripherals

· Servers: local workgroup and Enterprise servers

· Communications hardware (hubs, routers, bridges, switches)

· Power protection devices

· Memory upgrades

· Off-line storage devices

· Network cabling

· Network interface cards

· Lab or test equipment (% of use to specific project)

· Network upgrades

· Auxiliary furnishings (printer stands etc.)

Software

· Purchased COTS applications

· Periodic COTS license fees

· Desktop/workgroup software

· Network operating systems

· Application development tools

· Network and systems management applications

· Help desk tools for management

· Contractor supplied development and maintenance

Security

· Risk and Vulnerability Assessments 
· Disaster Recovery/Continuity of Operations Planning and Physical Security Mechanisms 
· Intrusion detection systems (IDS)  and Firewalls

· Security training

· Anti-virus protection/detection/ eradication

· Desktop/workgroup IT security software

· Certification and accreditation

· IT  Security Documentation Development

· Disaster recovery
Labor (fully burdened)

· Data encryption services/PKI/VPN
· Remote Access Security Services/TACACS+/RADIUS
· Wireless Security Services/WTLSS
· Installation costs

· Maintenance

· In-house development and modification

· Requirements development/documentation

· Testing

· System and network administration/management

· Help desk support

· Acquisition/contracting

· Procedures development

· IS staff training and education

· End-user training

· Supplemental staffing

· Shadow (hidden/secondary) costs

· Data maintenance

· Research and planning

Infrastructure

· Upgrades or additions to telecommunications lines

· Upgrades to power lines

· Upgrades to IT Security

Miscellaneous Costs

· Contractor costs

· Data storage costs

· Supplies (diskettes, toner, printer cartridges, paper, etc.)

· Consultant

Identifying Benefits

Benefits are defined as an advantage, profit, or gain realized.  They should describe what the investment enables the organization to accomplish and how the mission is enhanced.  It is recommended that the focus be on improved business outcomes rather than technology to properly articulate how the investment furthers the DOT/OA mission.

The identification of benefits should be facilitated through an assessment and comparison of the organizations current operations and capabilities to strategic/performance plans.  It is recommended that functional capabilities (benefits) of proposed projects are discussed in relation to organization mission, objectives, current capabilities and operational constraints.  This practice of tying measurable benefits to critical organizational objectives will not only aid in the comparison of alternatives, but will also build the foundation for development of project performance measures.

The Department promotes investments that provide enhanced services to the public, cost savings, and cost avoidance.  When gathering benefits, it is recommended to include all benefits regardless of how difficult it may appear initially to quantify or support them.  Also, it is important to note that secondary benefits not directly tied to the project's main objective can occur in the course of an IT project.  The following list of suggested benefits were provided by the Federal CIO Council's Capital Planning and Investment Committee.
Benefits Checklist

Expanded Services or Products Delivered to Customers (Public/Internal/External)

· Improves ability to deliver – Providing receptionists and telephone service representatives with access to information via desktop PC’s allows them to respond to customer inquiries more accurately and quickly.

· Improves access to services – The investment increases the number of people reached. Customers can communicate with an organization by telephone, e-mail, or Internet in addition to existing mail services.  Customers are provided the ability to remit payment by credit card over the Internet or through direct draw on account.

· Improves access to information – Internal users gain direct access to resources or information enabling them to perform daily tasks more efficiently.  The Public can obtain information on tax issues, health services, etc. via the Internet or telephone.

· Improves accuracy – The investment improves accuracy by reducing the need for manual data entry or reducing number of data entry errors, thus improving integrity of data.  This may also improve productivity and reduce operating costs by reducing time spent on error correction.

· Improves compatibility – One alternative is more compatible with existing facilities and procedures, requiring less training of personnel or less new equipment and software.  System meets Department/OA IT architecture requirements.

· Improves effectiveness and impact of information delivered – On-line interactive training tutorials provide employees unlimited opportunities to improve skills, increase participation in training, and improves retention of new information.  This may increase productivity, reduce turnover, etc.

· Provides options or flexibility for capturing future opportunities – Investments that provide the ability to capture additional gains in the future. An investment in a network for the transfer of data between remote locations can support e-mail in the future.  This approach can be particularly helpful in garnering support for investments in infrastructure and pilot projects.

· Improves security – System improves security in terms of fraud prevention, protection of confidential information, or enhances data integrity.  Directly addresses GISRA requirements.

· Reduces risk – Back-up systems that reduce the risk of data loss or applications that improve timely delivery of critical information.

Cost Savings/Cost Avoidance

· Improves the ability to maintain a system – Investments for which maintenance resources (personnel, experience, components) are more readily available.  Ease of maintenance is relevant to both software and hardware.

· Eliminates duplicate assets – Investments that replace multiple, non-compatible, stand-alone systems.

· Improves reliability – System has better performance record (less down-time) than legacy process or system.  Reductions in downtime inversely impact productivity and may also reduce labor costs.

· Accommodates increases in workload or demand without additional costs – Systems that will ‘avoid’ hiring additional personnel to handle increased workload or new Department/OA responsibilities in the future.

· Reduces manual operations – Systems that automate manual processes thereby freeing staff resources to perform other functions, reducing or eliminating FTE requirements.  Systems that allow functions to be performed by lower level staff.

· Improves efficiency – Assets that improve access to information or tools that decrease time required to perform daily functions.  A system may provide faster or more accurate aggregation and analyses of data.

Enhanced Work Environment

· Facilitates ease of use – Although user-friendly systems are generally thought of in terms of increased efficiency or productivity, they can also improve the social and physical environment for employees.

· Improves physical environment – Systems that reduce the amount of paper, clutter in the work area, noise, or eye strain.

· Improves response rates – Assets that reduce stress by improving employees’ ability to respond to customer inquiries.

Return-on-Investment

There are several interpretations of the definition and subsequent method to determine Return-on-Investment (ROI).  Recent government IT investment practices indicate that consideration of the project's total value (tangible and intangible components) produces the most realistic and useful ROI value.  For the purposes of this guide, ROI is a measure of the total tangible (quantitative) and intangible (qualitative) value, minus the investment costs realized from implementation of a project.

The previous section concerning CBA discusses the process of calculating the total costs and benefits of a project.  Naturally, the more you can quantify the intangible project benefits, the more accurate your estimate of project value will be.  In some cases, the intangible values of a project will defy conventional forms of measure.  In these cases, the intangible value of the project to the organization and its customers will need to be qualitatively factored into the decision making process to ensure that the entire investment outlook is understood in relation to the business requirements being addressed. 

Analysis of Cost/Benefit Data

Once the cost and benefits of an IT project have been identified, the total cost, total benefit and the Net Present Value (NPV) can be calculated.  Example VI.1 below shows the format to use for calculating these values over the life of a project using example data.

[image: image1.emf]Example VI.1

$ Benefits Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8

Type $30,000 $40,000 $45,000 $45,000 $55,000 $85,000 $100,000 $120,000

Type

Type

Type

Type

Total $30,000 $40,000 $45,000 $45,000 $55,000 $85,000 $100,000 $120,000

$ Costs Now Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7

Type $100,000 $85,000 $75,000 $65,000 $40,000 $20,000 $20,000 $15,000

Type

Type

Type

Type

Total $100,000 $85,000 $75,000 $65,000 $40,000 $20,000 $20,000 $15,000

Net -$70,000 -$45,000 -$30,000 -$20,000 $15,000 $65,000 $80,000 $105,000

Years 1 2 3 4 5 6 7 8

Total Benefit

$520,000

Total Cost

$420,000

Total Net

$100,000

Net Present Value*

$20,466



Cost/Benefit and Net Present Value Analysis

Operating Administration/Office

* NPV is using a 7% discount rate. 



Program Manager:

Project Manager:

Initiative Sponsor:

Date Developed:

Date Presented:

Date Posted:

Payback/Break Even Analysis
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NPV is a standard criteria endorsed by OMB Circular A-94 for assessing the discounted tangible value of expected benefits.  The value is calculated by discounting future cost and benefits using the appropriate discount rate (OMB's recommended Base Case rate is 7%) and subtracting the sum total of discounted costs from the sum total of discounted benefits.  This calculation provides an estimate of the anticipated net benefit in future discounted dollars, since money will lose its value over time when compared to current dollars.  The applicable formulas for NPV are provided below, however, for ease of computation most spreadsheet software packages are equipped with this formula.

PV costs = Total Cost/(1+i)n

PV costs  = Present Value of Cost

i = Discount Rate

n = number of periods (years) which discounting takes place

PV benefits = Total Benefit/(1+i)n

PV benefits = Present Value of Benefits

i = Discount Rate

n = number of periods (years) which discounting takes place

NPV = PV benefits – PV costs

· A positive NPV indicates that the total benefit is large enough to absorb the loss incurred by the discount rate and show a financial gain.  This result is most desirable for a successful financial projection.

· An NPV of 0 indicates that the total benefit is large enough to absorb the loss incurred by the discount rate and break even with the total cost.  Although not as desirable as a positive NPV, this result is typically acceptable if there are significant benefits associated with the project which justify implementation.

· A negative NPV indicates that the total benefit is not large enough to absorb the loss incurred by the discount rate, and depending on how large this negative value is, may indicate considerable net loss in current dollars and disapproval of the project.

In addition to the calculation of NPV, portrayal of the inflows and outflows of project funds over time as demonstrated in Template VI.1, provides the information needed to estimate the payback period associated with the project.  The payback period is the period of time necessary to recover investment costs, resulting in a break-even point when this recovery occurs. The ROI should be adjusted using the NPV calculated for the project in order to produce a realistic ROI in terms of future dollars.  Please see Example VI.2 below for a graphical depiction of these principles using example data.
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Example VI.2  The graph depicts a project with a pay back period of seven years.

Return on Investment


Once the above values have been calculated for all proposed alternatives, they can be readily compared using Example VI.3 below.  It is important to note the assumptions used to quantify costs and benefits when making comparisons across investment options, particularly when dealing with intangible benefits.
	Example VI.3  Comparison of Cost/Benefit Among IT Project Alternatives

	Alternative Name
	Total Life-Cycle Cost
	Total Life-Cycle Benefit
	NPV

(discount rate %)
	ROI
	Payback Period
	Non-Quantifiable Intangible Benefits

	
	
	
	
	
	Total Life-Cycle
	

	No Action
	
	
	
	
	
	

	Alternative #1
	
	
	
	
	
	

	Alternative #2
	
	
	
	
	
	

	Alternative #3
	
	
	
	
	
	

	Alternative #4
	
	
	
	
	
	


1.017.5  Appendix 5- Risk Assessment and Mitigation Worksheet
With both Likelihood (Probability) and Impact scores on a scale from "1" to "5" (low to high), final risk scores could range from "1" to "25".  A score of "5" or above would indicate the need to document a possible problem.  A score of "10" or above could potentially flag the category as high risk.  Weighted scores shown are sample scores only and reflect the product of the Likelihood and Impact scores.
Project Name: Investment Technology Information Portfolio System (I-TIPS) 

Project Number:123458 

STRATEGIC RISK

	Alignment with DOT's strategic business goals and processes, and acceptance across the user community, reduces the risks of project cancellation or functional obsolescence.  Score a greater likelihood of occurrence if it is more likely that the project will not (a) maintain alignment with DOT's strategic business goals and processes, or (b) gain acceptance by the user community.  Please note Section 508 Compliance.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	1
	1


PROJECT MANAGEMENT RISK

	Project plans, adherence to goals, and effective reporting mechanisms enhance the likelihood of a successful project completion.  Score a higher likelihood of occurrence if project plans are incomplete or there are insufficient controls in place to identify and report on variances from cost and schedule.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	2
	2


TECHNOLOGICAL RISK

	The greater degree to which the technology solution is aligned with DOT's enterprise information architecture, uses COTS/NDI, and represents a long-term solution, the lower the risk of technical integration or technical obsolescence problems.  Score a higher likelihood of occurrence if the project is not aligned with the information or Web architecture, does not use COTS/NDI, or faces potential technical obsolescence.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	1
	1


DEVELOPMENT RISK

	A history of development success, an incremental/modular approach to development, and a flexible acquisition approach that is aligned with the development approach all reduce the risk of failure, inability to capture some value in case of project cancellation, and potential for acquisition bottlenecks.  Score a higher likelihood of occurrence if there is no history of development success for projects of similar size and scope, there is a greater risk from the absence of an incremental/modular approach development, or the acquisition approach does not provide DOT with the desired flexibility.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	1
	1


COST SENSITIVITY RISK

	The independence costs from external variables, and the presence of an early detection system for cost variances, reduces the risk of cost overruns.  Score a higher likelihood of occurrence if costs are more highly dependent on external variables or there is no system for detecting potential changes to cost in a manner that allows DOT to plan adequately for those changes.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	5
	5


PERFORMANCE RISK

	The presence of a clear scope, set of functional requirements, and performance measures reduces the risk that the project will not have its intended business functionality or achieve the intended performance goals.  Score a higher likelihood of occurrence if the scope, functional requirements, or performance measures are insufficiently clear to reduce performance risk.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	1
	1


OPERATIONAL RISK

	Development and operation are less risky if the system meets departmental security requirements and there are fewer system interdependencies that could impact project success.  Score a higher likelihood of occurrence if the system does not fully meet departmental security requirements or there is a high level of system interdependency.


	Description of Risk

	

	Risk Mitigation Plan

	

	Risk Scoring

	
	Likelihood
	Impact
	Weighted Score

	
	1
	5
	5


1.017.6  Appendix 6– Earned-Value Management
Earned-Value Management Systems (EVMS) are used to continuously measure actual achievements against those identified as goals in the project plan.  EVMS helps project teams stay on their intended course and helps to identify causes of cost and schedule slippage early in the project's schedule before these issues become (unmanageable or unrecoverable).  This methodology also aids in the identification of a project's final costs and actual schedule.  In order to facilitate the use of effective internal cost and schedule management practices, OMB Circular A-130 requires that all projects use an EVMS (or similar) approach in IT project management. 

During the Planning Phase, the project manager should work with the team to develop a work breakdown structure based on the project's requirements and scope. Using the Work Breakdown Structure, the team develops a schedule of activities including tasks, milestones and deliverables.  The team then associates the estimated costs for each of these.  This process identifies the planned value of the project relative to the work scheduled.

Overview of Methodology for Conducting Earned-Value Analysis

As illustrated in the below figure, the following approach outlines the key steps necessary for establishing a process for assessing a project’s earned value: 

1. Develop a Work Breakdown Structure (WBS)

2. Define project scope of work or project activities

3. Allocate costs to each WBS element

4. Schedule each activity 

5. [image: image3.emf]Chart and evaluate project status

The above steps provide the basis for evaluating project performance.  This includes updating and reporting on the project’s schedule of activities.  The percent complete of unfinished activities is also reported.  Once the project’s schedule is updated, actual costs are recorded.  After recording actual project costs for the reporting period, Earned-Value measures are calculated and reports generated.

Definition of Key Earned-Value Measures:

Budgeted Cost of Work Scheduled (BCWS) – The forecasted cost of performing scheduled activities.

Budgeted Cost of Work Performed (BCWP) – The amount of BCWS activities completed.

Actual Cost of Work Performed (ACWP) – The costs actually incurred in accomplishing the BCWP.

Cost Variance – The difference between the budgeted cost of work performed and the actual cost of work performed (BCWP-ACWP).

Cost Variance Percentage – The cost variance divided by the BCWP; multiply the result by 100.

Cost Performance Index (CPI) – A unit-less indication of project cost performance where: 1=matches budget, >1=under budget, and <1=over budget.  This index is calculated by dividing the BCWP by the ACWP.

Schedule Variance – The difference between the budgeted cost of work scheduled and the budgeted cost of work performed (BCWS-BCWP).

Schedule Variance Percentage –The schedule variance divided by the BCWS; multiply the result by 100.

Schedule Performance Index (SPI) – A unit-less indication of project schedule performance where: 1=matches schedule, >1=ahead of schedule, and <1=behind schedule.  This index is calculated by dividing the BCWP by the BCWS.

Estimate at Completion (EAC) – A calculation of the projects total estimated cost based on the dynamics of the above indicators.  The formula for EAC is: (BCWS - BCWP)/CPI + ACWS

Example VIII.1 below demonstrates application of EVM using example data.

[image: image4.emf]60 100% $69 $300 $250 $275 -$25 -10% 0.91 -$50 -17% 0.83

150 53% $75,000 $200,000 $223,000 $300,000 -$77,000 -35% 0.74 $23,000 12% 1.12

130 62% $3,750 $15,000 $15,000 $15,000 $0 0% 1.00 $0 0% 1.00

90 89% $4,000 $20,000 $18,000 $16,000 $2,000 11% 1.13 -$2,000 -10% 0.90

100 80% $17,750 $64,700 $69,000 $71,000 -$2,000 -3% 0.97 $4,300 7% 1.07

Totals

$300,000 $325,250 $402,275 -$77,025 -24% 0.81 $25,250 8% 1.08

4

Total Months

12

$371,045

$300,000

-$71,045

Total Project Budget
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Cost 

Performance 

Index

Schedule 

Variance

Schedule 

Variance 

%

Project Estimate At Completion

Schedule 

Performance 

Index

General Task Metrics
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1.017.7  Appendix 7 - Recommended Strategic Investment Criteria

Selection

	Question
	Guidance
	Source Data

	Strategic & Financial
	
	

	1.  How well does the project's performance measures link to DOT's strategic goals and objectives?

0 = The project does not support nor is there is a linkage to DOT's strategic goals or objectives.

1 = The project supports a few of the strategic goals and objectives, or the linkages are weak or indirect.

2 = The project strongly supports the strategic goals and objectives.


	· Cross-references the strategic goals and links the project with the budget
	· DOT Strategic Plan

· Business Case

	2.  Is the system a Congressional mandate and/or Secretarial priority?

0 = No

1 = Yes
	· Many projects are being implemented as a result of legislation/directives such as:

· OMB Circular A-127, Financial Management Systems, mandates that each Federal department and OA establish and maintain a single, integrated financial management system.

· OMB Circular A-130, Management of Federal Information Resources, describes system security requirements.

· OMB Circular A-123, Internal Control Systems, provides policies and procedures pertaining to establishing, maintaining, evaluating, improving and reporting on internal controls by Federal agencies.
	· Business Case

· Project Description

	3.  Has a cost estimate for the project been defined that includes estimates for procurement, and operations and maintenance?  Does the cost estimate include security considerations, and are security costs broken out separately (and attributable to specific activity)?
	· IT security should  be included in all  phases and should include:

- Hardware/Equipment:  intrusion detection systems    

  and Firewalls, as required

- Software:  IT security software, as required

- Labor:  IT security documentation development

- Infrastructure:  upgrades to IT security


	· Cost/Benefit Analysis

	4.  Does the Cost/Benefit analysis include estimates for Return-on-Investment (ROI) that indicate that the investment will provide a justifiable return relative to the investment level required?

0 = The Cost/Benefit analysis does not include an ROI estimate or the  benefit’s value is less than 110 percent of the project's total cost

1 = An ROI was conducted that indicates a moderate return, where the benefit is greater than 110 percent but less than 140 percent of the project's total cost

2 = An ROI was conducted that indicates a high return, where the benefit is greater than 140 percent of the project's total cost
	· The value of the benefit can include qualitative estimates for cost savings, cost avoidance and productivity increases.  The value of benefits can also include estimates for the value of intangible benefits
	· Cost/Benefit Analysis

	6. 5.   Does the project have a work breakdown schedule and schedule that  

7.       contains major phases, tasks and milestones that follow a logical   

8.       sequence and that are comprehensive enough to ensure project 

9.       completion and that have estimated costs associated with each of the 

10.       major project tasks?


	· Proper and thorough project planning dictates the identification of the major tasks and milestones at the outset of the project.

· A project has a much higher likelihood for success if the project plan is logically-phased and does not contain any major gaps.

· A project with costs associated to the major tasks helps to track the progress of the project and identify root causes of cost and schedule variance.
	· Project work breakdown structure

· Project schedule

	6.   Will a dedicated project manager (and support staff) be assigned to the 

       project who possess the full range of education, experience and 

       managerial qualifications to oversee and guide the day-to-day progress 

      of the project?
     Do all personnel to participate in the management of the project have the 

     needed technical, management, business, budget and contracting 

     knowledge and expertise?
	· An appropriate mix of qualifications will facilitate the successful accomplishment of project performance goals and achievement of DOT/OA missions.
	· Standards For Qualification and Training currently being developed by the Office of the Senior Procurement Executive (SPE)

	Internal Business Processes
	
	

	1.  Does the project fill a gap in target architecture requirements?

0 = The project does not fill a gap in target architecture requirements

1 = The project indirectly or partially fill a gap in target architecture requirements, or the gap it fills is week

2 = The project explicitly fills a gap in target architecture requirements
	· Filling a gap in target architecture ensures that the business processes that the systems and technology support are met.
	· Departmental/OA Architectural Framework

	2.  Is the project redundant with other active projects that already exist as part of the migration or target architecture?

0 = Yes

1 = No
	· Eliminating redundancies in systems operations reduces cost and workload
	· Departmental/OA Architectural Framework

	3.  Does the project address §508 issues?

0 = No

1 = Yes
	· Ensuring access to the system helps ensure its use and success. 
	· Departmental/OA Architectural Framework

· Section 508 of the Federal Acquisition Regulations, Federal Register, April 2001

· Business Case

	4.  Does the project have an adequate security framework?

0 = No

1 = Yes
	· Sound security frameworks ensure the prevention of data corruption or loss, system intrusion and the uninterrupted flow of business processes.
	· Departmental/OA Architectural Framework

· OMB Circular A-130, Management of Federal Information Resources

· Business Case

	5.  Is the proposed system consistent with the organization’s IT security                    

         standards?


	· A system that is not in compliance with IT security standards will put the Department at risk to a loss of confidentiality, availability, and/or integrity of mission critical data.
	· Business Case

· OMB Circular A-130

· GISRA

	6.  Does the project use commercial-off-the-shelf technology (COTS) or Government off-the-shelf technology (GOTS)?

0 = The project does not use COTS or GOTS or will change or make modifications to the COTS/GOTS it plans to use

1 = The project fully uses COTS or GOTS without change or modification
	· COTS or GOTS reduces the overall project risk.
	· Business Case

· Project Plan

	Customer Satisfaction
	
	

	1.  Was a business process improvement analysis conducted prior to considering this project?

0 = No business process improvement analysis was conducted

1 = A business improvement analysis was conducted
	· Processes have been simplified, improved or otherwise redesigned to reduce costs, improve effectiveness, etc.
	· Performance Measures

· Project Description

	2.  Are there performance measures and are they quantifiable?

0 = No

1 = Yes
	· Performance measures identify that the project is meeting business needs and is improving business processes and satisfying customers
	· Performance Measures

· Cost/Benefit Analysis

	Learning and Growth
	
	

	1.  Were the results of post implementation reviews (PIRs) for the same or similar assets considered?

0 = The results of the same or similar PIRs were not considered.

1 = The results of the same or similar PIRs were considered from either DOT or similar Government or commercial organizations.
	· Applying lessons learned from previous projects prevents the duplication of mistakes and increases efficiencies.
	· Business Case

· Post Implementation Reviews

	2.  Is there a specific plan for monitoring, managing and mitigating project risks?

0 = There is no risk management plan

1= A risk plan exists; however, the plan lacks mitigation measures for each of the identified risks

2 = A risk management plan exists that clearly identifies categories and factors with associated probability of occurrences, severity of impacts, priorities and mitigation strategies
	· An Assessment and Management Plan identifies, analyzes, plans for, and reports risks that could affect the successful delivery of the project.  The plan includes descriptions of the project's risks and the corresponding mitigating action.
	· Risk Assessment and Management Plan


Control 

	Question
	Guidance
	Source Data

	1.  Cost Variance

0 = Cost variances are at or exceed ten percent

1 = Cost variance are at or exceed seven percent

2 = Cost variances are less than seven percent


	· Cost variances greater than ten percent are reportable to OMB

· Projects that exceed 10 percent cost variances generally improve by only a couple percentage points
	· Financial Statements

· Project Schedule

	2.  Schedule Variance

0 = Variances are at or exceed ten percent

1 = Variance are at or exceed seven percent

2 = Variances are less than seven percent
	· Is a sound tool for deriving the expected completion date of the project based on current trends
	· Project Schedule

	3.  Requests for Increases in Funding

0 = Additional funding has been requested that equals or exceeds ten percent of the project's total budget

1 = Additional funding has been requested

2 = No additional funding has been requested
	· Requests for additional funding often reflect an ill-defined or requested increased in the project's scope, which increases the project's risks
	· Request for Modification in Funding

	4.  Performance Measures

0 = Performance measures have not been developed or the measures developed are not meeting expectations

1 = Performance measures are meeting 80 percent of expectations

2 = Performance measures are meeting all expectations
	· Performance measures are indicators of whether projects are meeting intended goals
	· Performance Measurement Baseline

	5.  Deliverables Quality

0 = No deliverables have met expectations

1 = 75 percent of deliverables have met expectations

2 = All deliverables have met expectations
	· Is a formal means to ensure that product, deliverables and tasks are meeting expectations
	· Deliverables Quality/Acceptance Report

	6.  Risk Assessment & Mitigation

0 = No risk assessment plan been developed or the plan is not comprehensive to address all risk areas

1 = A risk  plan has been developed and has successfully helped mitigate 75 percent of all project risks

2 = The risk  plan is comprehensive and the mitigation plan is successfully mitigating all risks
	· A risk plan helps to focus efforts that need greater attention, increasing the likelihood that the project succeeds
	· Risk Assessment & Mitigation Plan

	7.  Architecture Framework

0 = The project does not comply with architecture standards, the course of the project has diverged from its intended framework, or the strategic goals of the Department/OA has redirected the framework

1 = The project is in compliance with the architecture framework


	· The project, in most instances, must comply with the architecture in order to be successfully implemented and operational
	· Architecture Framework

· DOT Strategic Goals & Objectives


1.017.8  Appendix 8 – Example CIO Report
Date

From:
Chief Information Officer, Department of Transportation

To:
Secretary, Department of Transportation

Via:
Deputy Secretary, Department of Transportation

Copy:
Heads of Operating Administrations, OST Office Directors

QUARTERLY SUMMARY OF INFORMATION TECHOLOGY PROJECTS

1.  The performance of significant information technology-related projects in the Department of Transportation are summarized below, and a recommendation on the status of the projects is made after coordination with the sponsoring organization.  (Actual project information is not used in this example report.)

	Project
	Sponsor
	Total Cost/

Cost to Date 

(EVM-Variance)
	Schedule

Issues

(Variance)
	Performance

Issues

(Variance)
	  Recommended

For Further

Action

	Blue Horizon
	USCG
	$1.2 B      $450M

(-2%)
	2 mos ahead
	None
	Continue

	Oceanic Sectoring
	FAA
	$1.05B     $220M

(+1%)
	On schedule
	None
	Continue*

	Smart Highway
	FHWA
	$960M    $865M

(+4%)
	4 mos behind due

to weather at site
	None
	Continue

	Global Rescue
	USCG
	$680M    $525M 

(+23%)
	9 mos behind due to Interop Issue
	USAF/NATO Interoperability
	Modify

	DOT Net
	OST
	$450M    $320M

(-2%)
	2 mos behind due to

equip shipping delay
	Exceeding bandwidth

& speed on 1st test
	Continue

	National Rail-Link
	RRA
	$300M    $65M

(+38%)
	1 yr behind due to

main contractor loss of key personnel
	Rail-link Center design will not handle all equip 
	Terminate, then

Rescope/Re- design 

and Re-Award

	Common Desktop
	OST
	$180M    $42M

(0)
	1 month ahead in rollout of new application suite
	Service Patch 2 will be required on Office 2000 clients
	Continue


*Comments under “Recommended For Further Action” pertaining to FAA program disposition are subject to 49 U.S.C. 106, 4011, 40121.

2. Additional comments are as follow:

a. Global Rescue.  The USCG CIO intends to extend the current phase of this project to accommodate the additional time it will require to resolve technical interoperability issues of the Global Rescue satellite/UHF line-of site links with NATO and USAF, who will be the initial partners in coordinating global rescue operations using the new system.  Impact to cost and performance is negligible.  I recommend supporting this decision.

b. National Rail-Link.  The RRA IT Director intends to cancel the current contract with Acme Integrators, Inc. for non-performance.  This is due to Acme’s inability to replace the lead systems engineer in a timely manner, causing significant delay in the project, as well as a design problem in the capacity of the planned national Rail-link center to support the amount of equipment now envisioned.  I recommend supporting this decision.

3.  The DOT IRB held its quarterly meeting on February 4th, and the minutes are attached for your review.  Of interest is the capital planning committee’s project to hold training sessions in April on how to conduct project post-implementation reviews.  This training will involve representatives from other government agencies and private industry and is open to all DOT organizations.

1.017.9  Appendix 9 – References
The Administration and Congress have extensively addressed the management of IT projects during the past decade.  From sweeping reform legislation to detailed descriptions of best practices, the government has provided both requirements and suggestions on how to invest in and maintain an increasingly important IT infrastructure in each department and agency.  Although this body of law and guidance lacks in cohesiveness and integration in some areas, it has served to improve coverage of critical IT oversight issues.  These include establishing a Chief Information Officer (CIO) position in each department/agency listed in the Clinger-Cohen Act.  Responsibilities include implementing an integrated architecture and capital planning processes, invoking the use of performance measures in project oversight and business processes, IT workforce planning, providing on-line transaction alternatives, and the improvement of IT security for all systems, the use of digital signatures, promoting the development of new "electronic-government" processes.  Current IT-related law and guidance from the Federal government includes:

IT-Related Law:

· Computer Security Act of 1987

· Government Performance and Reform Act of 1993 

· Federal Acquisition Streamlining Act of 1994

· Paperwork Reduction Act of 1995

· Clinger-Cohen Act of 1996

· Department of Transportation and Related Agencies Appropriations Act of 1996 (FAA’s Acquisition Management System (AMS)) 

· Air Traffic Management System Performance Improvement Act of 1996 

· Federal Acquisition Reform Act of 1996

· 1998 Amendments to the Disabilities Act  (Section 508)

· Government Paperwork Elimination Act of 1998

· Government Information Security Reform Act of 2001

IT-Related Guidance:

· Executive Order 13011: Federal Information Technology

· OMB Circular A-11: Submission of Budgets, Strategic Plans & Annual Reports

· OMB Circular A-94: Guidelines for Cost/Benefit Analysis of Federal Programs

· OMB Circular A-130: Management of Federal Information Resources (December 2000)

· OMB Memo 96-02: Funding Information System Investments (Raines’ Rules)

· OMB Memo 97-16: IT Architectures

· GAO/AIMD-94-115: Improving Mission Performance Through Information Mgmt. & Technology

· GAO/AIMD-98-89: Measuring Performance & Demonstrating Results of IT Investments

· GAO/AIMD-10.1.23: IT Investment Management (ITIM) Review Draft

· GAO/AIMD-00-260: IT Management.  SBA Needs Policies/Procedures to Control Key IT Processes

· GAO/AIMD-00-282: Electronic Paperwork Elimination Act Presents Challenges for Agencies

· GAO/AIMD-00-316: Federal CIO.  Leadership Needed to Confront Serious Challenges/New Issues

· GAO/AIMD-00-318: Maximizing the Effectiveness of Chief Information Officer Organizations

· Federal Acquisition Regulations (FAR)

The following internet sites are general sources where the above listed publications can be found:

Executive Orders



http://www.archives.gov/
OMB Circulars



http://www.whitehouse.gov/omb/circulars/index.html
GAO Documents



http://www.gao.gov/
Federal Acquisition Regulation (FAR)
http://www.arnet.gov/far
CPIC RESOURCES

There are a variety of requirements, guidance, and recommendations specifically relating to IT Investment Management.  The Office of the Chief Information Officer recommends each individual and organization involved in the CPIC process also become familiar with the following:

OMB Circular A-130

Management of Federal Information Resources

http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html
GAO AIMD 10.1.23

Information Technology Investment Management, A Framework for Assessing and Improving Process Maturity

http://www.gao.gov/special.pubs/10_1_23.pdf
Federal CIO Council, Capital Planning and IT Management Committee and Industry Advisory Council

Smart Practices in Capital Planning

http://www.cio.gov/Documents/smart_practices_book.pdf
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