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Purpose:  This checklist identifies the steps to be taken to secure computer systems running as independent workstations or as part of a network domain. This checklist identifies the types of generic activities that should be performed during the life cycle of a system.  Click on the specific operating system listed herein to go to the web pages containing specific operating system information.

Scope:  This checklist is a seven-step process:

Step 1 – General Information

Step 2 – Background and Planning

Step 3 – Initial Configuration and Installation

Step 4 – O/S Account and Policy Configuration 

Step 5 – O/S Security Configuration

Step 6 – Application Configuration

Step 7 – Maintenance Tasks

Comment - It may be useful to list more specific information to allow an Administrator to use this document as a security checklist. For example, listing information by operating system such as NT or Unix could be helpful. Application specific checks for applications such as web server or Oracle database server may also be included.

Step 1 – General Information - Identify Operating System.

Server Name:

Set-up Date: 

Location:

Technician:

Step 2 – Background and Planning:

a. Read any applicable security policies for the specific mode.

b. Determine what services the platform needs to offer.

c. Identify all software needed to perform intended functionality, including communications and connectivity, diagnostic tools, etc.

d. Set the configuration principle “deny first, then allow.

Step 3 – Initial Configuration and Installation

a. Unpack and set up hardware.

b. Install operating system.

Step 4 – Operating System Account and Policy Configuration

a. Verify all disk partitions are formatted properly.

b. Verify the Administrator/Root account has a strong password.

c. Rename the Administrator/Root account name.

d. Disable group passwords.

e. Remove additional O/S installations.

f. Install the latest Service Pack.

g. Install appropriate post-Service Pack fixes.

h. Turn off as many services and applications as possible and then selectively turn on those that are essential.  [Unbind all unnecessary protocols.  Disable any unnecessary services.]

i. Ensure strong password policies are set.

j. Set account lockout policy.

k. Configure computers to deny login after a small number of failed attempts. 
l. Maintain an archive of updates that are installed on existing computers, so that the updates can be installed on new computers before deployment. 

m. Acquire and install the most up-to-date driver software (often available from vendors' Web sites) for all components and peripheral devices. 

n. Restrict access to the server by IP address.
o. Eliminate unnecessary TCP and UDP network ports on which a server process may listen for incoming client connections.

p. Remove the executable files for the unnecessary service and its associated configuration or data files.

q. Restrict and identify the Unix Superusers or NT Administrators. 

Step 5 – Operating System Security Configuration

[Note:  Some operating systems come with more than one default guest/group account.}

a. Ensure guest/group account(s) is/are disabled/deleted.  [Rename guest/group accounts before being disabled.]
b. Ensure the protection of all Files and Directories.

c. Restrict/identify unauthorized users.

d. Disable caching of logon information.

e. Set paging file to be cleared at system shutdown.

f. Restrict network access.

g. Set security log.

h. Hide the name of the last logged-on user.

i. Restrict floppy disk drive and CD-ROM drive address to the interactive.

j. For network servers, configure the authentication capability of the network service software, if any. (The authentication capabilities of network service software packages vary).
Note: Some packages provide their own mechanisms for authenticating users, while others depend on the underlying operating system. Be sure that both are configured appropriately and do not conflict with one another.
k. Disable write/modify access permissions for all executable and binary files.

l. Restrict access to operating system source files, configuration files, and their directories to authorized administrators.

m. Create a protection/privilege baseline for files, directories, devices, and objects on the computer. 
n. For UNIX systems, there should be no world-write able files unless specifically required by necessary application programs.

o. For NT systems, there should be no permissions set such that "the Everyone group" has Full Control permissions to files.

p. For UNIX systems, if possible, mount file systems as read only and no-suid to preclude unauthorized changes to files and programs.

q. Assign an access permission of immutable to all kernel files if it is supported by the operating system (such as Linux).

r. Select audit events for directories and files, and registry keys on Windows NT systems.

s. For remote administration, ensure that the computer accepts administration commands only from an authenticated administrator.

t. Ensure upgrade for highest level of encryption that is available.

u. Remove/restrict remote administration tools, (i.e.,sadmind,, remote registry editor, etc.).

v. Scan the server for known vulnerabilities with a security analysis tool prior to the server being used operationally.
Step 6 – Application Configuration:

a. Review installed applications.

b. Apply appropriate security patches.

c. Implement appropriate security policies.

d. Ensure use of anti-virus software.

Step 7 – On-going Maintenance Tasks

a. Review CIRTS and bulletins on operating system(s) and application vulnerabilities.

b. Apply service packs/hot fixes to test/development servers and test them before applying to production servers.

c. Install appropriate service patches to production servers as they are released and tested.

d. Monitor logs and intrusion detection tools.

e. Monitor user accounts, i.e., delete accounts for transferred or terminated users.

f. Ensure maintenance of virus software definitions.

g. Ensure no compilers, editors, interpreters, shells, scripts, or other programming tools are available on a production server providing specific services or applications (as contrasted with a development server).

h. Develop and maintain a list of sources of information about security problems and software updates for your system and application software.  Establish a procedure for monitoring those information sources.

i. Plan the installation of applicable updates and install the updates using a documented plan.

j. Confirm that the scheduled backups are being performed successfully.

ATTACHMENT A - SYSTEM UNIQUE CHECKLISTS W/URLS:

Sun Solaris 

http://java.sun.com/products/jdk/1.2/docs/guide/security/index.html - This URL provides:

· User guidance to various Security Guides, 

· Security API Specifications, and

· Security Tools and other security related information specific to Sun Solaris.

http://java.sun.com/security/ - This URL addresses:

· JAVA software packages and latest versions,

· Support documentation,

· User Guides,

· MAN Pages, and

· Specifications to include Security Guides, Security Tools, etc.

http://www.sun.com/softeare/white-papers/wp-seccurity/ - This URL:

· Provides features and tools that help the administrators control access to the system,

· Describes tools that enable administrators to set overall security state of the system, and

· Covers Secure Distributed services and Developers Platforms, describing how Solaris supports different authentication and encryption mechanisms.

Windows NT 

http://www.microsoft.com/technet/security/10imlaws.asp - This URL provides:

· Access to the Microsoft Security Response Center,

· NT Security Technology Solutions,

· Technical Support, and

· Guidance to other NT information and support.

http://www.microsoft.com/technet/security/tools.asp#a - This URL provides:

· Windows NT 4.0 Member Server Configuration Checklist,

· Windows NT 4.0 Workstation Configuration Checklist,

· Secure Internet Information Services 5 Checklist,

· Windows Domain Controller Checklist,

· IIS 4.0 Security Checklist,

· Windows NT C2 Configuration Checklist, and

· List of various security tools for Windows NT.

Windows 2000 

http://www.win2000security.com - This URL provides:

· Miscellaneous software information to include:

· ISA Server and 3rd Party Additions.

· Security Software.

· Topics, to include:

· ISA Server articled, fixes, etc.

· Security tools, and

· Vulnerabilities and fixes, etc.

Unix

http://www.infosyssec.com/infosyssec/unixsec1.htm – This URL provides a list of resources for generic and vendor specific Unix sites.
Linux

http://www.linuxnewbie.org/nhf/intel/security/armorlin.html - This URL addresses:

· Installation,

· Eliminating services,

· Logging and tweaking,

· TCP wrappers, and

· Other miscellaneous security information.

http://www.linuxsecurity.com - This URL provides addresses:

· Server security,

· Privacy,

· Intrusion detection,

· E-mail encryption,

· Network security, and

· General information about IT security.

http://securityportal.com/research/research.linuxsecurity.html - This URL addresses:

· Linux as a multipurpose firewall,

· Armoring Linux,

· Auditing firewall setups,

· Building a robust Linux security solution,

· Designing firewall rule sets for multiple machines, and

· Keeping private files private and other miscellaneous security and privacy information.

http://www.ecst.csuchico.edu/LDP/HOWTO/Security-HOWTO.html - This URL contains a general overview of how-to-do for IT security and related links.

NOVELL

http://www.novell.com/netware.5
http://www.novell.com/documentation/lg/nw51/docui/index.html – This URL provides information on administering the audit function on the network.

Oracle Server Installation Checklist

See Attachment B for draft version created by:

arivenes@appsdba.com
Other Web Sites Containing Vulnerabilities, Fixes and General IT Security Information:

http://xforc.iss.net
http://www.sans.org.newlook/home.htm
http://www.infosyssec.com
http://www/alw.nih.gov/Security/prog-full.html
Anti-Virus Software:

http://www.mcafee.com/ – This URL provides information on the McAfee anti-virus software – VirusScan.

http://www.symantec.com/ - This URL provides information on the two virus protection products owned by Symantec.  These are Symantec AntiVirus Solutions and Norton AntiVirus.  At the home page, go to the “Product” page for information on these products.

http://www.antivirus.com/ - This URL provides information for the TrendMicro anti-virus software – PC-cillin.

Hacker Site(s):

http://www.anticode.com - This hacker URL provides a multitude of security web sites to show what a user may be confronted with, to include:

· Anti-virus,

· Backdoors and root kits, and

· Crypto tools, etc.

Incident Response Centers

http://ciac.llnl.gov - Computer Incident Advisory Capability (CIAC)

http://www.cert.mil - Defense Information Systems Agency Center for Automated System Security Incident Support Team (ASSIST for DoD Sites)

http://www.fedcirc.gov - Federal Computer Incident Response Capability  (FedCIRC)

http://www.first.org - Forum of Incident Response and Security Teams (FIRST)

http://www-nasirc.nasa.gov/indicents.html - NASA Incident Response Center (NASIRC)

http://www.nipc.gov - Federal Bureau of Investigation (FBI) – National Infrastructure Protection Center (NIPC)

http://www.fbi.gov/contact/fo/fo.htm - Nearest FBI Field Offices 

ATTACHMENT B – ORACLE SERVER INSTALLATION CHECKLIST 

This checklist that can be used as a guideline for creating a database that will support an Oracle Applications system. The proper installation manuals, and especially the platform specific Installation and Configuration Guide, must be used. 

1.  Follow the guidelines set forth in the AppsDBA Consulting document "Oracle  Database and Oracle Applications Server Setup Guidelines".

Note:  The Oracle Applications Installation Manual and the platform and version specific Oracle Server Installation manual should be used as a guideline in setting up server hardware. 

2.   Plan the database layout: 

· Core tablespaces 

· Application tablespaces 

3.
 Load the server media. 

4.  Configure the server software: 

· Set the database block size: 

To change the db_block size you need to modify the cnfg.orc file in  the "$ORACLE_HOME/rdbms/install" directory. Beginning with Oracle 7.3.2 the file is in "$ORACLE_HOME/rdbms/install/rdbms". 

cnfg.orc - this creates config.ora which is used to create the database. Set the db_block_size to the appropriate size (e.g. 8K is recommended in the Oracle Applications Installation Guide, but bigger is ususally better).

          Example: db_block_size = 8192

· Set the maximum number of data files: 

          initx.orc - This creates the initial initxxxx.ora file. This parameter can vary up to maxdatafiles and you should update it to be equal to or greater than the number of database files required. We generally recommend something like 128.

          Example: db_files = 128

crdb.orc - This file is used to create the "create database" SQL  statement and affects the size of the control file. You should add a line for maxdatafiles and set the value large enough to accommodate  the databases maximum number of datafiles. To change this after the  database has been created requires re-creating the control file. We recommend setting this parameter to at least 256.

          Example: create database ...

          maxdatafiles 256

5.  Create the database: 

· Choose custom option 

·     Character set - the general recommendation has become WE8ISO8859P1. This is especially true for Oracle Applications databases. The old standard was US7ASCII and can still be used on most non-Applications databases. 

· Control files - Recommend three mount points, naming  control[01-03].ctl or cntrl[<sid>][01-03].dbf. 

· Redo log files - Recommend minimum of three on different mount points,           naming redo<sid>[01-03]a.log or log[01-03]a.rdo and a minimum size of           5 MB. 

· Core tablespaces - At a minimum locate SYSTEM, TEMP, and RBS onto           separate disks. 

             Tablespace naming and size:

             SYSTEM tablespace should be size + db_block_size. Recommend at least          400 MB. Name should be system rbs01.dbf. 

             RBS tablespace should be size + db_block_size. Recommend at least  240 MB. Name should be rbs01.dbf.

             TEMP tablespace should be size + db_block_size. Recommend at least             100 MB. Name should be temp01.dbf.

             TOOLS tablespace should be size + db_block_size. Recommend at least                15 MB. Name should be tools01.dbf.

              USERS tablespace should be size + db_block_size. Recommend at least         10 MB. Name should be users01.dbf.
 All data files should be sized with the formula <size>+db_block_sizeto allow for the one block overhead incurred for the file header on all Oracle data files.

6. Configure the database: 

· Set init.ora parameters (see Oracle Applications Installation Manual for specific settings) 

· Configure rollback segments - Recommend a minimum of eight with          storage of (INITIAL 1M NEXT 1M MINEXTENTS 20 OPTIMAL 20M). 

· Configure TEMP tablespace default storage - For 7.3 databases and          above alter status to TEMPORARY and default storage of           (INITIAL=NEXT=sort_area_size+1 db_block_size PCTINCREASE 0). 

· Configure other tablespace default storage - Recommend default storage           clauses of (INITIAL 80K NEXT 80K PCTINCREASE 0). 

· Multiplex the online redo log files 

· Create application tablespaces - Set default storage. 

· Create users, roles, privileges 

7. Miscellaneous configuration 

· OEM Intelligent Agents 

·  Oracle Names (optional) 

· SQL*Net - client and server files, still recommend Network Manager. 

8.  Run the root.sh scripts and perform other miscellaneous steps (e.g. verify oratab, services, local bin directory contents) and verify setuid  persmissions on $ORACLE_HOME/bin executables.. 

9.  Setup custom utilities (e.g. orasetup, dbcontrol where appropriate). 

10.  Change the passwords for SYS, SYSTEM, DBSNMP. 

11.  Disable Oracle Trace (init.ora, $ORACLE_HOME/otrace/admin). 

12.  Setup backup and archiving 

13.  Run full backups of the database and all Oracle Server files (e.g.                       ORACLE_HOME) and Oracle Applications product files (e.g. APPL_TOP). 

14.  Install AppsDBA Consulting utilities: SYSMON, SPACEMON, chkdberr,         orasetup, dbcontrol 

ATTACHMENT C - WINDOWS NT 4.0 MEMBER SERVER CONFIGURATION CHECKLIST 
This checklist outlines the steps you should take to secure Windows NT servers acting as member servers, either on their own or as part of a Windows NT or Windows 2000 domain. These steps apply to Windows NT 4.0 Server, Standard Edition and Enterprise Edition. 

IMPORTANT: This checklist contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt32.exe. 

Step 1: General Information

	Server Name 
	  

	Asset # 
	[image: image1.wmf]



	Setup Date 
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	Manufacturer 
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	Location 
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	Set up by 
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Step 2: Background and Planning 
	 
	Steps
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	Read any applicable security policies for your organization
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	Subscribe to Microsoft’s Security Notification Service

	[image: image8.wmf]


	Review your user education and training plans
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	Determine whether you’re building a new secure server from scratch or tightening security on an existing server
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	Determine what services the server needs to offer


Step 3: Initial Configuration & Installation
	 
	Steps
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	Unpack and set up hardware
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	Enable hardware boot protection
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	Install Windows NT


Step 4: Windows NT 4.0 Configuration
	 
	Steps
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	Verify that all disk partitions are formatted with NTFS
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	Verify that the Administrator account has a strong password
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	Unbind unnecessary protocols
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	Remove additional OS installations
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	Install the latest Service Pack
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	Install the appropriate post-Service Pack security hotfixes
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	Enable SYSKEY protection
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	Remove the OS/2 and POSIX subsystems
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	Disable unnecessary services


Step 5: Windows NT Security Configuration
	 
	Steps
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	Make sure the Guest account is disabled
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	Restrict the use of LanManager authentication
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	Secure base objects
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	Secure additional base named objects
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	Ensure that the Shutdown button is not visible in the logon dialog
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	Protect files and directories
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	Protect the Registry
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	Apply appropriate Registry ACLs
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	Restrict access to public Local Security Authority (LSA) information
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	Restrict untrusted users' ability to plant Trojan horse programs
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	Disable caching of logon information
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	Restrict printer driver installation to Administrators only
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	Set the paging file to be cleared at system shutdown
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	Restrict floppy drive and CD-ROM drive access to the interactive user only
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	Modify user rights membership

	[image: image38.wmf]


	Set auditing (if enabled) for base objects and for backup and restore
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	Set security log behavior
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	Restrict network logon access
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	Change the Scheduler service’s security context
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	Hide the name of the last logged-in user

	[image: image43.wmf]


	Update the system Emergency Repair Disk


Step 6: Windows NT Account & Policy Configuration
	 
	Steps
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	Disable blank passwords
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	Set stronger password policies
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	Set account lockout policy
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	Use the passprop utility
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	Use passfilt.dll
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	Configure the Administrator account
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	Enable auditing of failed logon attempts


Step 7: Ongoing Maintenance Tasks
	 
	Steps
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	Review user accounts
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	Review group memberships
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	Review installed services
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	Review security event logs
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	Consider using wide-scale audit and analysis tools
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	Consider using password-cracking tools
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