DIRMM January 2006

CHAPTER 8

PRIVACY PROTECTION
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8.001 Purpose
This chapter establishes policies and responsibilities for collecting, using, sharing and protecting personally identifiable information.  
8.002 Scope

This policy applies to all Department of Transportation (DOT) activities related to the maintenance, collection, use, or dissemination of personally identifiable information. Policies incorporate both regulatory standards with which DOT is required to comply and best practices that DOT has determined are essential to providing adequate protection to the personal information the Department collects and uses.

Each Operating Administration (OA) may issue additional policies and guidance, provided they comply with existing laws, regulations and Departmental policies and procedures.
Privacy Act requirements in this policy exclude the Surface Transportation Board, which has its own Privacy Act regulation (49 CFR 10.07).
8.003   References

· The Privacy Act of 1974, as amended by The Computer Matching and Privacy Protection Act of 1988; 5 USC 552a
· OMB Privacy Act Implementation Guidelines and Responsibilities
· OMB Final Guidance on Interpreting the Provisions of The Computer Matching and Privacy Protection Act of 1988
· The Children’s Online Privacy Protection Act (COPPA)
· Health Insurance Portability and Accountability Act (HIPAA), Standards for Privacy and Security
· The E-Government Act of 2002
· OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002
· OMB Circular A-130, Management of Federal Information Resources
· OMB Guidance on Inter-Agency Sharing of Personal Data – Protecting Personal Privacy
· OMB Guidance and Model Language for Federal Web Site Privacy Policies
· OMB Guidance on Privacy Policies and Data Collection on Federal Web Sites
· OMB Policies for Federal Public Web Sites
· DOT Privacy Act Issuances         

· OMB Memorandum: Designation of Senior Agency Officials for Privacy
· DOT’s Guide for FOIA or Privacy Act Requesters
8.004   Definitions
· Chief Privacy Officer, as defined by OMB Memorandum 05-07, is the senior official who has been identified to OMB by each Department as having overall responsibility for information privacy issues. DOT has designated the Chief Information Officer for this role.
· Computer Matching Program is a computerized comparison of two or more automated systems of records, or a system of records with non-Federal records, with the purpose of establishing or verifying the eligibility of, or continuing compliance with statutory and regulatory requirements by, applicants for, recipients or beneficiaries of, participants in, or providers of, services with respect to cash or in-kind assistance or payments under Federal benefit programs, or recouping payments or delinquent debts under such Federal benefit programs or two or more automated Federal personnel or payroll systems of records or a system of Federal personnel or payroll records with non-Federal records. 

· Departmental Chief Information Officer (CIO) is the senior management official responsible for the DOT Privacy Policy and Program.
· Departmental Data Integrity Board (DIB) is the collection of individuals responsible for reviewing, approving and maintaining all computer matching agreements to ensure they include all the information required by the Privacy Act and any other guidelines. The DIB presents an annual report to OMB in which all Computer Matching Program results are described.
· Departmental Privacy Officer is the individual, appointed by the CIO, who is responsible for overseeing the implementation and management of the DOT Privacy Policy and Program.
· Departmental Organizations are offices within the Office of the Secretary (OST), Operating Administrations (OA’s) and comparable elements of DOT.

· Individual is a citizen of the United States or an alien lawfully admitted for permanent residence. 

· Government-wide systems of records are those in the Federal Register that have government-wide uses. An index of these systems is available for view at http://www.defenselink.mil/privacy/govwide/.

· Operating Administration (OA) Privacy Officer is the individual responsible for implementation and management of the DOT Privacy Policy and Program at an OA level.
· Personally Identifiable Information (PII) is any information that permits the identity of an individual to whom the information applies to be reasonably inferred by either direct or indirect means, including both physical and online contact information. 
· Privacy Impact Assessment (PIA) is a documentation process that identifies and assesses security and privacy risks and mitigation efforts when planning, developing, implementing and operating information management systems and rulemakings.
· Record, as defined by the Privacy Act of 1974, is any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, the individual’s education, financial transactions, medical history, and criminal or employment history and that contains the individual’s name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph. 
· Routine Use is defined in the System of Records notice as what activities, uses and disclosures may take place for the record. Routine uses must be compatible with the primary uses of the system.

· Statistical Record is that maintained for statistical research or reporting purposes only and not used in whole or in part in making any determination about an identifiable individual. 

· System of Records is a group of manual or electronic records maintained by the Federal Government from which information is retrieved by the name of the individual or identifying number, symbol, or other particular assigned to the individual. The Privacy Act applies to systems of records.


8.005 Goals

DOT collects and uses personal data to meet its responsibilities in delivering efficient, accessible and convenient transportation systems and services, and strives to protect the privacy of all individuals, while achieving the lawful purpose for which the data were collected.
8.006 Policy

DOT maintains high standards for the protection of personal information. All Departmental organizations shall comply with applicable laws, OMB requirements and other pertinent guidelines. This policy document outlines requirements and provides a list of links to those requirements in the references. 

I. Collection

Personal information shall be collected lawfully and fairly, and shall be limited to that data that is required to complete the transaction for which it was collected and with the knowledge of the individual whenever possible. Prior to beginning a new or modified information collection effort, all DOT elements shall:
Assess information collection practices to verify:
1. Data collection is limited to what is required to complete a request of the individual or a transaction essential to DOT’s mission.

2. DOT has received approval from OMB for the collection, in compliance with the Paperwork Reduction Act, if applicable.
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 Information on obtaining approval from OMB for forms collecting personal information can be found in DIRMM Chapter 6, “Information Collection.”
3. To the greatest extent possible, information is collected directly from the subject of the information.

4. The OA Privacy Officer (or Departmental Privacy Officer for OST offices) has been notified of the information collection.

5. A Privacy Impact Assessment (PIA) has been conducted, if it is required for the information collection. A PIA is required:
a. Prior to developing or procuring new technology that collects, maintains or distributes personal information.

b. Prior to initiating an electronic information collection effort of 10 or more members of the public.

c. When making significant changes to an information system that create new privacy risks for the information.

d. For all rulemakings that have an impact on the privacy of the individuals affected by the rule.

II. Notice

Individuals who provide their personal information to DOT shall be given adequate and accurate notice of the information program’s data handling practices. In addition, the general public shall be notified of DOT’s systems of personal information records through notice in the Federal Register, in compliance with the Privacy Act. Prior to commencing a new or modified information collection effort, all DOT elements shall:

A. Notify the OA Privacy Officer (or the Departmental Privacy Officer for OST offices) of the new or modified collection effort.

B. Obtain approval from OMB for forms that collect personal information from the public as defined in the Paperwork Reduction Act (5 CFR Part 1320.7) and include on the form the OMB control number and burden statements.
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 Information on obtaining approval from OMB for forms collecting personal information can be found in DIRMM Chapter 6, “Information Collection.”
C. Determine if a Privacy System of Records Notice must be published in the Federal Register to inform the public of the existence and character of the system of records or changes made to an existing system.

D. Provide a Privacy Act statement on the collection form, whether hard copy or online, which shall include:

1. The authority under which the information is collected; 

2. Whether providing the information is voluntary or mandatory; 

3. The principal purpose for which the information will be used; 

4. The routine uses for the information; and 

5. The consequences, if any, to the individual of not providing the information.

E. Include a privacy policy, or a link to a privacy policy, on the homepage and all pages that collect personal information, which is clearly labeled, easy to access, written in plain language that addresses:

1. What information is being collected, including:
a. Data submitted with the users’ explicit knowledge, such as registration forms, order forms, etc; and 
b. Data collected automatically, without the users’ explicit knowledge, such as logged files or by cookies or other tracking technology.
2. Why the information is being collected.

3. How the information that is collected is used, including:

a. What portion of the information is maintained and retrieved by personal identifier; and 

b. The use of any tracking technologies, such as session cookies, to personalize the interaction and the option to decline it.
4. How the information that is collected is shared, including:

a. The sharing of information with law enforcement or the Department of Homeland Security for national security activities; and
b. If the information will be shared and is part of a computer matching program.
5. Opportunities for the user to provide consent with regards to the information being collected and shared.

6. What types of security procedures are in place to protect the loss, misuse, or alteration of the information collected, including:

a. Management, operational and security controls in place to ensure the security and confidentiality of personal information records; and
b. Any additional safeguards in place to detect and defend against unauthorized attempts to access personal information records.
7. How users may correct and update their pertinent personally identifiable information.
8. Information on the Children’s Online Privacy Protection Act, if any portion of the Web site is designed for or attractive to children under the age of 13.
F. Provide an OMB control number on the collection form, whether hard copy or online.

G. If the Web site is designed for or attractive to children, contact the Departmental Privacy Officer for assistance in complying with COPPA.

H. Implement a machine readable privacy policy that can be automatically read by a Web visitor’s browser. DOT has selected P3P as the specification used to implement machine readable privacy policies.
III. Consent

Unless authorized by law, or qualifying for an exemption under the Privacy Act, records shall not be used or shared for a secondary purpose without the consent of the individual. Consent should be obtained from an individual before: 

A. Sharing their record with a party outside DOT, unless it fits one of the exceptions listed in subsection (b) of the Privacy Act.

B. Using the individual’s record for a purpose other than what it was collected for.
IV. Acceptable Use

Uses of personal information collected by DOT may only be those stated in the notice given to the individual or authorized by law. Prior to using a record, system owners, with the assistance of their OA Privacy Officer (or the Departmental Privacy Officer for OST offices) shall verify that:

A. The intended activity is listed as a routine use in the System of Records notice published in the Federal Register (if a Privacy Act system of records). If a routine use needs to be changed or added, modifications are published in the Federal Register 30 days prior to those changes going into effect and allow for interested persons to submit comments.

B. If the use is part of a matching program, that program meets all requirements listed in the Computer Matching Act.

C. The individual has provided consent to the use of the record for that purpose if the use is for other than what the record was collected for, unless the use is authorized by law.

V. Data Quality and Accuracy

In 2001, DOT established Information Dissemination Quality Guidelines, in response to OMB guidelines and the 2001 Appropriations Act. The Data Quality Guidelines are available on DOTnet. These guidelines provide measures for ensuring the quality and integrity of information maintained and disseminated by DOT and should already be implemented by all Departmental organizations.
VI. Record Sharing

Personal information records are only to be shared only if authorized by law, or if the individual’s consent has been obtained. Sharing shall be limited to the portion of the record necessary to complete the task for which it was requested. One of the following is required for personal information to be shared outside of DOT:
A. Written approval has been obtained from the person to whom the record pertains, unless the use meets one of the exceptions in subsection (b) of the Privacy Act.
B. The individual’s name and address are not being sold or rented unless authorized by law.
C. An accounting of all disclosures of personal information records as required by the Privacy Act, if applicable, is maintained.

D. Records have been checked for accuracy and completeness before they are shared, unless the sharing takes place under 5USC 552, the Freedom of Information Act.

E. Every effort has been made to notify the individual when records are shared for a publicly known legal process.

F. The sharing does not constitute a redisclosure of personal information records that have been received from another agency unless it is an authorized part of a matching program.

G. The requirements of the Computer Matching Act have been met for records shared between DOT and another agency that are covered by the Act:

1. For records provided by DOT as part of a computer matching program:
a. A matching agreement is in place between the agencies that complies with subsection (o) of the Privacy Act.

b. The minimum amount of data needed by the recipient agency is shared.

c. DOT has verified that the following is in place at the recipient agency:
i Due process and verification procedures as necessary, in compliance with subsection (p) of the Privacy Act;
ii Procedures are in place for the timely and secure destruction of records; and
iii Appropriate and effective security controls are in place to protect the records.
2. For records received by DOT as part of a computer matching program:
a. A matching agreement is in place between the agencies that complies with subsection (o) of the Privacy Act.

b. A procedure is in place for the timely and secure destruction of records received from other agencies as part of a matching agreement.
c. Due process and verification procedures are in place as necessary, in compliance with subsection (p) of the Privacy Act.
d. Appropriate and effective security controls are in place to protect the records
VII. Access and Correction

In order to ensure the accuracy of personal information records used by DOT, individuals that submit information are afforded access to their records and the ability to contest incorrect or incomplete information about themselves.

A. The Privacy Officer of each OA is responsible for defining, documenting and implementing policies for access and correction of all classes of personal information records. Each OA shall determine the extent of access and correction that will be provided for non-Privacy Act records.
B. Procedures have been developed at the Departmental level that document the process for receiving and responding to requests for access and correction of records. OA’s may develop their own procedures, provided they comply with all applicable laws and OMB requirements.
VIII. Security
DOT shall provide adequate and effective security protection for all personal information records stored and accessed in DOT systems to ensure their accuracy and protection. Each OA shall develop policies and procedures to implement the following protections for systems that store personal information:

A. Appropriate administrative, technical and physical safeguards to protect the security and confidentiality of personal information.

B. Circular A-130, Appendix III, applicable NIST security guidance and Departmental security policies and procedures.
C. Security for the following area with regards to personal information records:

1. Physical security of both hard copy and electronic data;
2. Personnel security for employee and contractor access to data;
3. Network security for data in transit; and
4. Secure and timely destruction of records.
D. Security protection shall be commensurate with the risk level and magnitude of harm DOT and/or the record subject would face in a security breach.
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 Departmental security policies are located in Chapter 10 of the DIRMM, “IT Security.”
IX. Record Retention

DOT personal information system records are to be kept only for as long as they are accurate, complete and relevant to the purpose for which they were collected. 
A. Each personal information system shall have a documented retention plan that complies with NARA guidance, Departmental policies and the Records Retention Act.
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  Departmental records management policies can be found in Chapter 9 of the “DIRMM, Departmental Records Management Program.”
X. Training

It is essential that all DOT employees who come in contact with personal information and the systems that manage that information be aware of legal and Departmental requirements. Awareness is the primary goal of the DOT privacy training program, which is to be implemented by each Departmental organization.
A. DOT is required to provide employee training by the following:

1. Subsection (e)(9) of the Privacy Act, which requires employee training on the requirements of the Privacy Act. 
2. OMB 01-05 Guidance on Inter-Agency Sharing of Personal Data - Protecting Personal Privacy reiterates training required by the Privacy Act and emphasizes the need to communicate accountability and penalties under the law.

3. OMB 05-08 Designation of Senior Agency Officials for Privacy requires training for employees and contractors regarding information privacy laws, regulations, policies, and procedures governing the agency’s handling of personal information.
4. Section 522 (a)(8) of the 2005 Omnibus Spending Bill for Transportation and Treasury requires training and educating employees on privacy and data protection policies to promote awareness and compliance.
B. Departmental guidance and content has been developed for use by each OA’s Privacy Officer in implementing training on a yearly basis; however OA’s are free to develop their own training programs, provided they are consistent with the requirements of the law. 

C. Training shall include, at a minimum, the following: 
1. Appropriate use and sharing of records under the Privacy Act;
2. Criminal and civil penalties for violating the Privacy Act;
3. Accountability for non-compliance with DOT policies;
4. Departmental policies and procedures; and
5. Any OA policies and procedures, as they relate to personal information.
D. Training should be provided to all employees that come in contact with personal information or develop, manage or maintain information systems that process and store personal information, whether employee or citizen.
XI. Required Procedures
DOT has developed the Departmental procedures, located on the DOT intranet, to comply with regulatory requirements. OA’s may customize the Departmental procedures or develop their own, as needed, to meet to their local needs, provided they are consistent with the requirements of the law.
A. The following procedures are required by the Privacy Act of 1974:
1. Procedures to respond to individual requests to access records; 
2. Procedures for disclosing records, including special procedures for sensitive records; 
3. Procedures for reviewing and responding to requests to make changes to a record, including how to determine approval; 
4. Procedures for monitoring recipient agencies in computer matching agreements for adequate security safeguards to protect personal information records; and
5. Procedures for the timely destruction of records received from other agencies as part of a computer matching agreement.
B. The 2005 Omnibus Spending Bill for Transportation and Treasury carries the requirement of “training and educating employees on privacy and data protection policies to promote awareness of and compliance with established privacy and data protection policies.”
XII. Children’s Online Privacy Protection Act (COPPA)
All DOT Web sites covered by COPPA shall comply with the law. The Compliance Review for privacy process will assess each DOT Web site’s level of compliance on a yearly basis.
A. COPPA applies to Web sites or portions of Web sites designed for or attractive to children under the age of 13 that collect personal information. General audience Web sites that knowingly collect information from children under 13 (i.e., by collecting age) are also covered.

B. Web sites required to comply with COPPA shall provide parents/guardians with a notice prior to collecting the child’s information that includes the following information:

1. The site would like to collect personal information from their child;
2. The parent/guardian’s consent is required for this collection;
3. How consent can be provided; and
4. The site’s privacy policy or a link to the privacy policy.
C. Consent shall be obtained prior to collecting the child’s information.
1. For information to be used internally, consent may be obtained by e-mail.
2. For information that is to be shared with other agencies or third parties, more reliable forms of consent shall be used, including:

a. A signed form;
b. Accepting and verifying a credit card related to the transaction;
c. Phone call from the parent to a toll-free line; or
d. E-mail with digital signature.
D. Consent to use a child’s e-mail address does not have to be obtained if the address is used to:

1. Obtain consent from the parent/guardian;
2. Respond to a one-time request from the child;
3. Respond to an on-going request (such as a newsletter) so long as the parent/guardian is notified of the request and can terminate the communications;
4. To protect the safety of the child, so long as the parent/guardian is notified and can stop the action; or
5. To protect the security or liability of the Web site or respond to law enforcement.
E. Consent shall be obtained for each new or changed collection or use of information from children.
F. Agencies shall make the following information known and available to parents:

1. Consent may be revoked at any time.
2. Parents/guardians may refuse to allow the further collection and use of the child’s personal information at any time.
3. Parents/guardians may direct the agency to delete the information at any time.
G. With proper verification that they are the child’s parent/guardian (the same methods used to obtain consent), access to the child’s record may be granted.

H. If a portion of the Web site is designed for or attractive to children, a link to a privacy policy shall be provided on all pages collecting information that includes: 

1. All of the required privacy policy elements described above;  

2. The minimum amount of information necessary for participation in the activity; and

3. Contact information for an individual designated to respond to parental inquiries.
XIII. DOT Employee Data Privacy
DOT employee personal information shall be disseminated with appropriate privacy protections as required by law, such as the Privacy Act. DOT Human Resources is responsible for defining policies and procedures for protecting employee data and communicating those policies to all personnel who come in contact with the personal information of employees.
8.007   Responsibilities

The Privacy Act and other laws and regulations impose specific data handling responsibilities on DOT officers, employees and contractors, which are reflected below and may be delegated, as appropriate.
I. The Departmental CIO is responsible for

A. Providing guidance to DOT supervisors and employees concerning the implementation and application of the Privacy Act, as amended.

B. Designating an individual as Departmental Privacy Officer.

C. Communicating DOT privacy policies to employees and contractors, other government agencies, and the public at large.

D. Reviewing the actions of DOT personnel that have resulted either in DOT being found liable under Civil or Criminal Remedies of the Privacy Act (subsections (g) or (i)), determine the extent of the problem and to find the most effective way to prevent recurrence of the problem.

E. Chairing the Departmental Data Integrity Board (DIB).
II. The Departmental General Counsel’s Office is responsible for 
A. Reviewing privacy related documents, on request, for legal context.
B. Approving Federal Register filings, rulemakings and Departmental policies and procedures.

C. Providing guidance at the Departmental Level on sound privacy practices in compliance with applicable laws.
III. The Departmental Data Integrity Board is responsible for
A. Reviewing, approving and maintaining all computer matching agreements to ensure they include all the information required by subsection (o) of the Privacy Act and any other guidelines.
B. Reviewing all matching programs in which DOT has participated during the year, either as a source agency or recipient agency, for compliance with applicable laws and agreements, as well as assessing the costs and benefits of the programs.
C. Reviewing all recurring matching programs to determine if there remains justification to continue to participate.
D. Compiling an annual report, which shall be submitted to the Secretary of Transportation and OMB and made available to the public on request, describing DOT’s matching activities, including:
1. The matching programs DOT has participated in as a source agency or recipient agency;
2. Proposed matching agreements that were not approved by the Board;
3. Any changes in membership or structure of the Board in the past year;
4. Justification for waiving the requirement of a cost-benefit analysis prior to beginning a matching program, if that occurred;
5. Any alleged or identified violations of matching agreements and corrective action taken; and
6. Any other information required by the Director of OMB.
E. Serving as a clearinghouse for receiving and providing information on the accuracy, completeness, and reliability of records used in matching programs.
F. Providing guidance to Departmental organizations and personnel on the requirements for matching programs.
G. Reviewing agency recordkeeping and disposal policies and practices for matching programs.
H. Reviewing and reporting on any agency matching activities that are not matching programs.
I. Providing oversight of notices in the Federal Register of new matching programs 30 days prior to their start.
J. Reviewing and approving exemptions claimed under the Privacy Act for sharing records.

IV. The Departmental Privacy Officer is responsible for
A. Establishing procedures for individuals to gain access to, amend or correct records on themselves that are in DOT systems of records.
B. Acting as an advocate for the privacy interests of DOT employees and others. 

C. Coordinating with OA Privacy Officers to develop and implement appropriate privacy education and training for all DOT employees and contractors.
D. Reviewing, approving and communicating DOT privacy policies, including the DOT Web site policy.
E. Developing and coordinating system of records notices for new and significantly altered Departmental systems and ensuring they do not duplicate any other DOT record systems or government-wide record systems.

F. Participating in the Departmental DIB for computer matching programs.

G. Overseeing the Privacy Impact Assessment process to ensure all DOT information programs address and resolve privacy issues.
H. Renewing/revising Privacy Impact Assessments when there are changes, but not less often than every three years.

I. Evaluating the effectiveness of DOT’s compliance with the Privacy Act, as amended, to ensure the Department is in full compliance with the law and all relevant directives. 

J. Reviewing each ongoing matching program in which DOT has participated to ensure that all requirements have been met.
K. Providing guidance to OA Privacy Officers on their responsibilities.
L. Reviewing, every two years, system of records notices for the Department for accuracy and ensuring amended notices are published to the Federal Register.
M. Reviewing, every four years, the routine use disclosures associated for Departmental system of records to determine if the use remains compatible with the purpose stated for disclosing the records.
V. Heads of Operating Administrations are responsible for
A. Designating Privacy Officers for their organizations responsible for working with the Departmental Privacy Officer on the coordination of privacy related activities.
B. Notifying the Departmental Privacy Officer of any changes to the Privacy Officer designation.
C. Establishing a DIB at the OA level for computer matching activities within their respective organizations that will have the preliminary decision on all computer matching matters.
VI. Operating Administration Privacy Officers are responsible for
A. Coordinating privacy-related activities and providing guidance on privacy issues within their organizations.

B. Coordinating with system owners to provide individuals from whom personal information is collected with a written privacy notice.

C. Reviewing and approving privacy policies for OA Web sites.

D. Implement privacy policies and procedures within the OA, in coordination with the Departmental Privacy program.

E. Preparing and executing matching agreements for their organization that comply with The Computer Matching and Privacy Protection Amendments of 1990.

F. Establishing, documenting and implementing policies for access and correction in compliance with the Privacy Act of 1974.

G. Participating in the OA DIB for computer matching activities.

H. Developing and implementing privacy training to familiarize personnel with legal and Departmental requirements for handling personal information.

I. Developing and coordinating systems of records notices for new and significantly altered systems and ensuring they do not duplicate any other DOT or government-wide record system.
J. Approving the disclosure of personal information records with the record subject’s approval or approving the use of an exception listed in the Privacy Act. 
K. Preparing and submitting notices of the establishment or alteration of matching programs to the Departmental CIO, for publishing in the Federal Register at least 40 days before conducting such programs.
L. Reviewing, every two years, system of records notices for their organization for accuracy and ensuring amended notices are published to the Federal Register.
M. Reviewing, every four years, the routine use disclosures associated with each system of records to determine if the recipient’s use remains compatible with the purpose stated for disclosing the records.
VII.   Operating Administration Chief Counsel’s Office is responsible for

A. Providing assistance, on request, to their OA’s Chief Privacy Officer in interpreting legal requirements for the organization.
B. Reviewing privacy related documents, on request, for legal context and provide feedback to their OA’s Chief Privacy Officer.
VIII. System Owners are responsible for
A. Maintaining only such information in its systems of records as is necessary and relevant to perform the function for which it is operated.

B. Overseeing the implementation of administrative, technical and physical safeguards for the systems they manage in order to prevent unauthorized disclosures of personal information.

C. Obtaining their OA Privacy Officer’s approval that appropriate consent has been obtained or a Privacy Act exception met before sharing personal information records with parties external to DOT.

D. Maintaining a data retention schedule for their system and ensuring records are disposed of in a timely and secure manner.

E. Immediately advising their OA Privacy Officer and FOIA officer when requests for access or amendment of a record system are received.  

F. Coordinating with the OA Privacy Officer the distribution of a “Privacy Act Statement” to individuals from whom personal information is collected that will be maintained in a system of records.  
G. Maintaining all Privacy Act records that are used by the DOT in making any determination about any individual with accuracy, relevance, timeliness and completeness to assure fairness to the individual in the determination.
H. Maintaining an accounting of disclosures of records for the system with parties outside of DOT.
IX. DOT Employees and Contractors are responsible for
A. Complying fully with the Privacy Act of 1974 and other data protection laws referenced in this chapter.

B. Not disclosing any personal information records outside of DOT without the prior written consent of the individual who is the subject of the record, unless authorized by law.

C. Contacting their OA or Departmental Privacy Officer prior to beginning new collections or uses of personal information records to determine if a system of records notice and/or privacy impact assessment needs to be written.  

D. Providing adequate security protection and confidentiality for both hard copy and electronic personal information records in their custody and use.

E. Attending Privacy Act training provided by their OA and completing any tests or attendance verification requested as part of the training.
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